Network Security
Workshop

Technology makes it possible.
WWT makes it happen.

Executive Overview

Cyber security is like the proverbial chain. It’s only
as strong as its weakest link. It’s vitally important
to know the weak areas in your network because
if you don’t improve the security of those weak
links, someone will exploit them. You must be
aware of all security implications and you must
build security into your practice from the start
rather than adding security as an afterthought.
How do you invest in new technologies without compromising security? What are the best
practices that are applicable to your agency’s
environment? How can you remediate or mitigate
risk? Is your agency prepared for a FISMA or IG
audit? WWT’s Network Security Workshop can
answer these and other questions to ensure your
systems and data are secure.
This workshop will provide you with:

•
•
•
•
•
•

Threat Identification, Probability and Analysis
Infrastructure Analysis
Advance Technology Capability Analysis
Security Policy, Regulatory Compliance
and Procedure Gap Analysis

Benefits

With WWT’s Network Security Workshop, you can:

•
•
•
•

Active and/or Passive Tools to
Analyze the Infrastructure
An Executable Plan to Improve the
Agency’s Security Posture

Objectives

The objective of this workshop is to evaluate
your agency’s network security posture against
industry standards for network security best
practices. A combination of automated network
and security management tools is used to gain
a clearer picture of the infrastructure, policies,
regulatory compliance and procedures in place
today. You will receive tools along with reports
providing specific recommendations to address
vulnerabilities and improve your agency’s overall
security.
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Ensure agency compliance with
existing policies and procedures.
Gain an understanding of how to future proof
your network for advanced technologies.
Identify potential or active threats and mitigations.
Identify technologies, policies and procedures
that may enhance your existing security posture.

Methodology

WWT has developed and follows a consistent and
repeatable set of methodologies for all engagements, including workshops, assessments and
professional services.
WWT tailors its Network Security Workshop to the
unique needs of each agency’s specific objectives.
Using the knowledge gained during the Discover
phase of this Workshop, along with industry and
government best practices and cutting-edge
discovery tools, WWT can then make specific recommendations to improve the agency’s network
security position.
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Deliverables

The results and recommendations from this workshop will provide your organization with a detailed
analysis of your current network security posture.
When the workshop is completed, your agency will
have a clearer picture of the items listed below
and have an executable plan to enhance security
across your infrastructure.
Deliverables include:

•
•
•
•
•
•

A detailed report listing all devices on the
network down to the serial number.
Identification of old equipment and
verification of existing support contacts.
Network evaluation for advanced technologies
such as VoIP, Video and Wireless.
Verification of mandate fulfillment, such as IPv6
capabilities, 802.1x / Automated port security, etc.
Identification of configuration vulnerabilities
such as the Cisco Finger command, nonstandardized operating systems and mismatched
startup and running configurations.
Compliance reports including pass/fail,
law reference number, law description
and remediation information.

WWT will also produce a report and optionally
brief your team on our findings, which will include
a demonstration of the tools that were used during
the analyses. This report will contain both the “as
is” infrastructure highlighting key points as well
as recommended changes to policies, procedures
and technology.

WWT Cyber Security Expertise

World Wide Technology, Inc. delivers the tools,
technology and expertise you need to secure your
entire IT infrastructure. WWT holds the Cisco
Masters Certification in Security, which means
that WWT has both the advanced technology skills
and demonstrated customer success in designing,
deploying and providing services for the most
sophisticated security solutions available today.
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Get Started Today

Call us at 800.432.7008 to join the growing
number of global business leaders benefiting
from World Wide Technology’s technical expertise,
award-winning partnerships and superior physical
infrastructure.

About WWT

World Wide Technology, Inc. (WWT) is an awardwinning systems integrator that provides innovative technology products, services and supply
chain solutions to customers and suppliers around
the globe.
Learn more at www.wwt.com.
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