In September 2013, the names, Social Security
numbers, and business addresses of 2,400
insurance agents were unintentionally made
public by MNsure, the Minnesota health
insurance exchange set up for the upcoming
implementation of the Affordable Care Act,1 when
an employee emailed an unencrypted, unsecured
report to the wrong party. Although the
information was quickly secured and no damage
was done, the lack of technology in place to ensure
data privacy and security indicates a larger, more
concerning trend.
In the age of increased information collection,
analysis and storage, nearly all organizations
struggle to respond to and prevent ever-increasing
security breaches and cyber threats to their data.
Personally identifiable information (PII) like the
kind leaked by MNsure is not the only type of
information that public sector agencies must
safeguard. Protected health information (PHI),
financial data, trade secrets, and national security
assets must all be protected, but agencies are
increasingly finding that firewalls, antivirus
software, and other traditional security measures
are not enough. To fully protect data within their
borders, agencies will need to secure the data
itself, not just their perimeters, networks, and
applications.

Cyber threats originate from various sources,
including hackers, terrorists, industrial spies and
organized crime groups, foreign governments,
hacktivists, and disgruntled or careless employees,
among others.2 For each of these actors, one or
more vulnerabilities in technology, process, or
human action create the opportunity for
exploitation.3 Insider threat, defined as any action
by current or former employees or contractors that
exceeds or misuses an authorized level of access to
networks, systems or data, is a growing concern
that originates from all three of these
vulnerabilities.
Though the highest-profile cases of insider threat
are likely leaks like those of former CIA and NSA
employee Edward Snowden or Private Manning of
WikiLeaks infamy, not all insider threats are
premeditated. Many cases involve employees who
unintentionally disclose sensitive information.
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Insiders can inadvertently compromise networks
in numerous ways. Users may install malware or
spyware, allowing intruders to gain access and
steal data, or distribute sensitive information to
adversaries masquerading as legitimate parties
during phishing scams.4 In addition, employee
error may result in the loss, theft, or sale of agency
property containing sensitive information. For
example, in January 2013, the city of Macon,
Georgia sold old computers without erasing the
PII of city police officers from the hard drives.5
Finally, agency test and development
environments should not be overlooked when
assessing insider threat. Analysts, designers,
programmers, and testers, whether internal
employees or contractors, are all potential threats
if given access to information not needed to
complete their daily jobs. The insider threat
problem is further complicated when agencies
allow applications to directly access sensitive data.
In a noteworthy case from September 2012, the
Cumberland County Sheriff’s Office in Maine used
new software to update its Facebook page and
media list with arrest reports, but accidentally
posted the Social Security numbers for all 180
people arrested. Before the error was caught, as
many as 70 people are believed to have had access
to the information.6
Though possession of one piece of sensitive data
may not seem to constitute a significant threat, a
substantial privacy risk can ensue when that
information is coupled with other freely available
data. This “mosaic effect” allows adversaries to
create a fuller picture of the victim and more
easily commit identity theft or identity fraud.
Recently, criminals have used Social Security
numbers gleaned from breaches to create new

“synthetic identities.” The creation of alternate
identities can be devastating to the original
holder of that Social Security number, especially
when the victims are children. When the data
breach is the fault of a government agency, the
effects can be disastrous to an agency’s image and
extremely costly to correct. Free credit
monitoring services that government must
provide for identity theft victims cost agencies
millions of dollars, an unaffordable expense in
today’s tight fiscal environment.
Noting the consequences of insider threat, the
federal government is taking action. With the
implementation of Presidential Executive Order
13587, “Structural Reforms to Improve the
Security of Classified Networks and the
Responsible Sharing and Safeguarding of
Classified Information,” every federal agency and
systems integrator is required to implement an
insider threat detection and prevention program
by the end of 2013.7

Several government-wide policies mandate that
agencies protect sensitive data. The Federal
Information Security Management Act (FISMA)
tasks each agency with developing, documenting,
and implementing an information security
strategy, while the Open Data Policy requires
agencies to “strengthen measures to ensure that
privacy and confidentiality are fully protected
and that data are properly secure.” It also
requires agencies to “incorporate privacy
analyses into each stage of the information’s life
cycle.”8
Other information security requirements apply to
specific types of organizations. For example,
Health Insurance Portability and Accountability
Act (HIPAA) privacy rules dictate the “minimum
necessary” use and disclosure of PHI and require
that technologies be implemented to hide,
protect, or mask individually identifiable health
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information. Individual organizations also have
their own data security policies. Even MNsure, the
health organization responsible for the September
2013 PII data breach, had a privacy policy in
place.9
Despite the existence of these policies,
implementation remains a challenge. One of the
largest challenges remains that users and
applications are often granted permissions
beyond what they need to perform their jobs. The
Cumberland County Sheriff’s Office software
should not have had access to the Social Security
numbers of those arrested and city workers in
Macon should not have kept unsecured personal
data on hard drives sent out for sale. Now, in the
midst of implementing the Affordable Care Act,
concern about access rights is reaching a new
high. Federal and state officials, as well as
insurance program “navigators,” all have access to
private consumer information through the
Federal Services Data Hub.

When implementation is less than perfect,
agencies should take action to limit inappropriate
access to data. Before anything can be done,
agencies must first understand where their
sensitive data is and who has access to it. This
often includes taking a complete inventory. Next,
organizations can implement technologies to
ensure that data access rights are protected.
Firewalls and anti-malware software are
necessary, but alone cannot prevent access to

private information by insiders such as database
administrators (DBA) and system administrators.
Authenticated applications and reporting tools also
pose a threat.
Encryption, though useful for rendering sensitive
information unreadable for unauthorized users,
requires customizations to applications that can
impact performance. In the fast-paced environment
in which government operates, service delivery
cannot be compromised. To adapt, vendors have
developed a different technology known as data
masking that offers a less obtrusive information
security option for agencies.
Data masking solutions, like those offered by
Informatica, mask or scramble data to limit access
for all but authorized users. This scrambling can be
applied to specific parts of databases or data stores,
depending on the user’s access needs. For example,
a DBA would not need to see the Social Security
numbers of employees, but a human resources
manager would be able to access them freely.
Data masking can also be integrated with other
authentication solutions and data protection
technologies such as encryption to limit
inappropriate access to data, but does not require
changes to databases or application source code.
For agencies serious about information security,
data masking presents a way for organizations to
achieve robust, transparent, and cost-effective data
privacy.
-Zoe Grotophorst
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