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FOREWORD

The rapidly converging information technolo@Jjf) and communications infrastructyutenown
asficyberspac#, touches every corner of the globe and every facet of humarTlige United
States in particulazontinues to embradbe cyber domain, utilizing it fodiverse activities from
increasing energy efficiencjo condudng financial transactions. Recognizirtis national
reliance on cyberspace and the interdependent naturénad N &urrenbcygb@ranfrastructure,
the President commissioned tBgberspace Policy Reviewhis report, released on May 29,
2009, builds on the Comprehensive Natio@gbersecurity Initiativ CNCI) and calls for the
development o& ficybersecurity incident response ptan.

This National Cyber Incident Response Plan (NCIR@}¥ developed according to the principles
outlined in theNational Responseramework(NRF) and dscribes how the Nation responds to
Significant Cyber ncidens. While the NRF provides the Nation witfiguiding principles that
enable all response partners to prepare for and provide a unified national r@sfiendRF
Incident Annexes providguidanceon how to address specifiontingency or hazard situations.

The Cyber Incident Anneto the NRHAppendix A)was developed in tandem with the NCIRP

It describes the appropriate organizations for the Secretafpmokland Securityo rely on and
briefly outlines the contents of the NCIRP, including the policies, organizations, actions, and
responsibilities for anationally coordinated, broatlased approach to cyber incidenthe
NCIRP expands on the NRF Cyber Incident Annex to address the wpguatioml response
structure and lifecycle required f8ignificant Cyber Incidents

The NCIRP is built on the foundations of the NRF and is intended to facilitate coordination with
NRF mechanisms during cyber incidents with physical consequehioesefore cybe incident
responders are strongly encouraged to familiarize themselves with the NRF, the Cyber Incident
Annex, and the National Incident Management System (NIMS), as well as the NCIRP.
Supporting sector and organizational operational plangl provide specific details on
preparedness, response, and recovery activities in alignment with the NCIRP and in concert with
the NRF, NIMS, and Bitional Infrastructure Protection Planifp).

Cyberspace: A global domain of operati@ossisting of the interdependent network of information technology

infrastructures, and includes the Internet, telecommunications networks, computer systems, and embedded processors and
controllers in critical industrie€€ommon usage of the term also reft the virtual environment of information and

interactions between people.

SEPTEMBERO10 \Y



NATIONAICYBERNCIDENTRESPONSPLAN INTERIWERSIONSEPTEMBER010

[This page intentionally left blank.]

SEPTEMBERO10 Vi



NATIONAICYBERNCIDENRESPONSELAN INTERIWERSIONSeptember 2010

1 INTRODUCTION

Cyberspace is a modetechnological domairthat helps drive progress in everything from
scientific innovation to international trad¥et the foundatios of the cyber domaimemain
vulnerable to a wide variety of incidents, whether intentionaccidental, manmade or natural,
and the data exchangad cyberspacean be exploited for nefarious purposes by both nation
states and nestate actors.

The risks associated withh e N aleépendema@ ®n cyberspace led to the development of the
Compehensive National Cybersecurity Initiative and the Cyberspace Policy Review. These
initiatives enhanced the national cybersecurity posture by creating a more frontusine of
defenseenhancing shared situational awarenasgmenting offensive capdbies in support of
network defensegnd moving towardinetwork speedlresponses, among other activities.

The NCIRP is designed in full alignment with these initiatives to ensure that Federal cyber
incident response policies facilitate the rapid nati@oa@rdination needed tefend against the

full spectrum ofthreats. The NCIRP focuses on improving the human and organizational
responses to cyber incidentghile parallel efforts focus on enhancing the commusity
technological capabilities.

In the currat risk environmentgyberincidens occur every dayoften cascading acrosgderal,
State,Local, Tribal, Territorial, and private sector systen@yberspaceés crosgurisdictional and
interdependent nature requires effective partnerships across thdgm®rtal boundaries. The
Federal Government and the Nation are highly dependent on IT caminunications
infrastructure provided by the private sector, and this dependency underscores the need for
flexibility and partnership across a wide varietycommunitiesAs the owners and operators of
these vital assets, the private sei@xpertiseand experiencavith emergency and incident
management must letegrated into any trulyational cyber incident response plan.

With these interdependencies inmilj he NCIRP was developed close coordinatiorwith
Federal, Sti, Local, Territorial and private sector partner$ provides astrategyfor rapidly
coordinating the operational resporesivities of Federal, Statéocal, Tribal, and Territorial
governmentsthe private sectoand international partneuring cyber incidents.

1.1 PURPOSE

The purpose of the NCIRP is to establiste strategic framework foorganizational roles,
responsibilities, and actions to prepare for, respond to, and begiotdnate recoveryrom a
cyber incident It ties various policies and doctrine together into a single tailored, strategic,
cyberspecific plan designed to assist with operatiogdcution,planning and preparedness
activitiesandto guideshortterm recovey efforts.

1.2 SCOPE

The NCIRP is astrategicplan for operational coordinatioand executiormamongFederal, State,
Local, Tribal, andTerritorial governmentsthe private sectgrand international partnersMore
detailed operational plangill supprt theNCIRP at the sectoand organizational levels. In all
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cases,2 incident response activities will be conducted in accordance with applicable law and
policy.

The NCIRPsets the strategic direction foow the Nation responds to everyday cyber incidents
and hav these steadystate operationsare escalated into nationally coordinated response
activities. Although steadystate activities and the development of a common operational picture
are key components of the NCIRfe planfocuses primarily on building thenechanisms
needed to respond to a Significant Cyber Incident.

Significant Cyber IncidenfA Significant Cyber Incident is a set of conditions in the cyber
domain that requieincreased national coordinatidhis increase in national coordination is
triggered when theNational Cyber Risk Alert Level(NCRAL) system reaches Level 2
(AppendixK).

The NCRAL systent takes into account the threats, vulnerabilities, and potential consequences
across the cyber infrastructure and will provide an indication of the overall national cyber risk.
This systenwill also take into accourthe conditions outlined in Homeland Securitg$tdential
Directive 5 (HSPD-:5) when applied to the cyber domaiand will focus primarily on cyber
incidents that impact:

Nationalsecurity

Publichealth andoublic safety

National economy, including any of the individual sectors that may affectndi@nal
economy

Publicconfidence

Any combinatiorof these categories at thational, regionalor sector levél

oo oo o

Nothing in this plan restricts, supersedes, or otherwise replaces the legal authorities or regulatory responsibilities of any
government agency or organizatiédl information will be handled, transmitted, distributed, released, and/or stored in
accordance with the standards, caveats, and procedures described by the originating agency, regulatory governance, and/or
law. For more information on legal authorities, plesse Apendix L.

Coordination assistance may be requested for incidents that do not reach Level 2 and without triggering full national
coordination activitiessuch as th€yberUnified CoordinationGroup (UCG) However, such activities must also inform

the conmon operational picture to help determine NaionalCyber Risk Alert Leve(NCRAL) system.

The NCRAL takes into account a variety of public and private sector alert level systanwesser, the Department of

Homeland Securityand Department of Defea¢DOD) are in the process of leading an interagency effort to develop a

national alert level system that more fully integrates the NCRAL with a varietybf &lert levels.

5 These conditions include when the confidentiality, integrity or availabifisystems is affected ardl) a Federal

department or agen@cting under its own authority has requested the assistance of the Secretary; (2) the resources of State
andLocal authorities are overwhelmed and Federal assistance has been requested bypttiateGiate andocal

authorities; (3) more than one Federal department or agency has become substantially involved in responding to the
incident; or (4) the Secretary has been directed to assume responsibility for managing the domestic incideradigehte
Coordination and assistance may be requested &easlywithout requiring the activation of full national coordination
structuressuch ashe CyberUCG IncidentManagementeam (IMT) Furthermore, structures like tidyber UCGIMT

may be ativated in order to prevent incidents from occurring in accordance with the stapasating procedures of the

National Cybersecurity and Communications Integration Ceaefits partneagencies.
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Level Label Description of Risk Level of Response
1 Severe | Highly disruptive levels of consequel Responstinctions are overwhelraad topevel
are occurring ionminent national executive authorities and engagements

essentiakExercise of mutual aid agreements and
Federal/naRederahssistancis essential.

2 Substantial| Observed or imminent degradation ¢ Surged posture becomes indefinitely necessary
critical functiomstha moderate to than only temporaiilyeDepartment éomeland

significant level of consequences, pd Security (DHSecretsy is engagednd appropriate
coupled with indicators of higher levg designation of authorities and activation of Fede

consequences impending capabilities such as@ybetJCGake plac®ther
similar neRederal incident response mechanism
engaged.
3 Elevated | Early indications of, or the potenkiat f Upward shift in precautionary measgres
no indicators of, moderate to severe| Responding entities are capable of managing
of consequences incidents/events within the parameters of norma
slightly enhancegberational posture.
4 Guaded | Baseline of risk acceptance Baseline operations, regular information sharing

exercise of processes and procedures, reputting
mitigation strateggntinugvithout undue disruption
resource allocation.

Table 1: National Cyber Risk Alert Levels

During a Significant Cyber IncidentDHS, through its National Cybersecurity and
Communications Integration Center (NCCJ|E€pordinats national response efforts and wark
directly with Federal, Statelocal, Tribal, and Territorial governments ah private sector
partners

2 NATIONAL CONCEPT OF OPERATIONS

Cyberspace is a crosgctor, multijurisdictional operational domain that is heavily dependent on
private sector owners and operators. Effective response requires close coorcicabies
traditional boundaries and requires the development of a robust common operational picture as a
foundational element.

2.1 CoMMON OPERATIONAL PICTURE

Effectively understandingrisks in cyberspaceequires that a widgange of departments,
agencies, andrganizations collaboraten a daily basigo identify threatsvulnerabilities, and
potential consequenceShe NCIRPintegrates and builds on current efforts to connect Federal
cybersecurity centers and moves the Nation toward a more robust commonoopEgtture
capable of bringing togethdfederal, Statel.ocal, Tribal, and Territorial resourcesgritical
infrastructure and kegesource§CIKR); and private sector perspectives.

DHS integrate and maintais this national common operational pictuo¥ cyberspaceia the
NCCIC with the direct assistance and participation of the organizations described below and in
Section 2.3% The NCCIC provides crossdomain situational awarene$sincluding fia

” The NCCIC integrates the functions of the NatidBgber Security CentdNCSC) U.S.ComputerEmergencyReadiness
Team (USCERT), National Coordinating CentéNCC), andIndustrial Control SystemSERT (ICS-CERT)into a single
coordination and integration center andl@cates other essential public anilate sector cybersecurity partners as
described in Sections 3.1 and 3.2.

The NCCIC is an operational element of the Office of Cybersecurity and Communications (CS&C) in the DHS National
Protection and Programs Directorate (NPPM)references to CS& and NPPD include any successor organization within
DHS with the authorities and missions for the security of cyberspace.
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continuously updated, comprehensive picture of cybreatko vulnerabilities and consequences

to providefindications and warning afnminent incidents, and to support a coordinated incident
respons@'’ Situational awareness from this effort will be provided to appropriate parties at the
appropriate level of detail and classificatidgituational awareness will be providido the
National Infrastucture Coordinating Center (NIC@ndthe National Operatns Center (NOC)

to enhance the national common operating picture for the Presikuretary Federal, State
Local, Tribal, and Territoriahomeland security partnergrivate sectgrand nongovernmental

organizationgNGO).

Informationfor the common perational picturavill come froma variety of sourcesncludingd
Federal departments and agencies

The naional securitycommunityandintelligenceCommunity(IC)

The lw enforcement community, includingedera] State and Local law enforcement
agencies

Various public and privatsectorsources, such daformation Sharing and Analysis Centers
(ISACs) and private sector companies

Cybersecurity vendors

Open sources, such pesentations from cybeisk-related conferences

oo  Po  ToToTo

Although this common opeiianal picture is a foundation for cyber incident response activities,
effective response operations in the cyber domain require the coordination and execution of a
wide variety of legal an@perationalauthorities. These activitiesill be centrally coordiated

but executed in a decentralized fashi@sed on organizational responsibilities

2.2 CENTRALIZED COORDINATION, DECENTRALIZED EXECUTION

The United States depends ordacentralizedT and communications infrastructur®ver the

last several decades, thénited States has developed legal authorities that are similarly
decentralized. Each incident response partneicapabilities,authorites, and legally mandated
roles to play in securing cyberspac&hese authorities havéraditionally been executed
independently, but as noted in the Cyberspace Policy Review and confirmed by expétlence,
status quo is no longer acceptabl@he threats and risks tb h e N anformatiod and
communications technology infrastructunequire the Nation to move beyond legacy
organizational stovepipes.

As with the NRF, the NCIRP leverages existing authorities and relationships to coordinate the
execution of incident response activities according to each organigatimies and
responsibilities.

2.3 GENERAL ROLES AND RESPONSIBILITIES FOR CYBER INCIDENTS

A cyber incident may rapidly spreadrossnterdependent and cregsisdictionalnetworks and
Significant Cyber Incidents may quickly requirationaly coordinaéd response actions based
on differing authoriees and priorities. The NCCIC will provide the facility and mechanigms
coordinate ational response efforts. The following organizations will play key roles in this

CrossDomain Situational Awarenesshe set of timely crosdomain nationalevel information that will provide

situational awaneess on the state of U.S. cyber networks and systems to (1) know the availability, ireadrity

confidentiality of U.S. cyber networks and systems; (2) understand the current and potential threats to U.S. cyber networks
and systems; and (3) ensure tlegfiimate network operations are not mistaken for malicious activity.

Cyberspace Policy Review, 24. Available at:
http://www.whitehouse.gov/assets/documents/Cyberspace_Policy_Review_final.pdf

10
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coordinated effort and will bring their authorities and capabilities to bear duriigndicant
Cyber Incident.More detailed responsibilities for each organization can be fouAgpendces
B through J

Executive Office of the Presiden{EOP): The Presidendf the United States leads the Federal
Governmends response effort to ensure thecassary coordinating structures, leadership, and
resources are applied quickly and efficiently to lasgale and catastrophic incidentie EOP

has a variety of structures in place to provide President witimational strategic and policy
advice.

Depatment of Homeland Security: The Secretary of Homeland Securis/ the principal
Federal official for domestic incident managemdiitroughCS&C, the Secretary of Homeland
Security is responsible for providing crisis management and coordination in response to
Significant Cyber Incidents coordinating and integrating information from tHeederal
cybersecurity centerstate,Local, Tribal, and Territorial governmentsand the privatesector

and generally maintaining an organization to serve as a focal point for the security of
cyberspacé! Theseresponsibilitiesare executedthrough the NCCIGn coordination witha
variety of partner organizationBHS will be responsible for providinconsolidated reports to

the EOP.

Although the NCCIGs coordination roledoes not change existing department and agenc
authorities or missions, DH$rough the NCCICcoordinats with all partners, includindgaw
enforcement agencies, in the national effort to investigatk prosecute cybercrime; theé
regarding threatand IC activitiesintelligence, and attributioepartment of Defensé®©D)
elements regarding intelligence and information shawmglmilitary operations to defend the
homeland; Statd_ocal Tribal, and Territoriagovernments; and the private sector to ensilre
response organizationsre leveraginga common operational picture as they execute their
individual authorities and missions.

It is anticipated that a wide range of activities may be needed in response to any cyber incident,
some of which focus on activities that are clearly within the authorities of a single department or
agency. For example, theederal Bureau of InvestigatiqiBIl) or U.S. Secret ServicdJSS9

may engage in extensive investigative activities in connection with a major incident, but only a
subset of those activiti@sthose associated with preventing, stopporgemediating network or
related impacton CIKR infrastructured need to be formally coordinated with the NCCIC.
However, the DHS NCCIC must maintain situational awareness througteadystate and
Significant Cyber Incident response activiti#ereforeall Federal organizations must provide
information on their ongoing cybeaelated operationt the extent permitted by lat@ inform

the common operational picture and assist coordination and deconfliction efforts, as needed.
Cyber Unified Coordination Group (UCG) Incident ManagementTeam (IMT) members
(described in Section 3.®Jill keep each other informed of the full range of activities engaged in

by their respective organizations in connection with a given incident for situational awareness
purposes.

Department of DefenseDOD maintains and employdrmed Forces teupport and defend the
Constitution of the United States against all enemies, foreign and dgneastice, by timely
and effective military action, the security of the United States, its possessions, and areas vital to

1 In accordance with HSRB, HSPD7, HSPD23/NationalSecurity Presidential Directive 5818PD-54), and National
Infrastructure Protection PIgNIPP).
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its interest and phold and advance the national policies and interests of the United States.
Among other missions, DODstablishes and maintains shared situational awareness ang direc
the operatiorand defense of the .mil network.

DOD entities responsible for computecsgty and computer network defense of DOD systems
may exercise those duties in support of the national response effort in four primaryIrples:
Defense Support of Civil Authorities(2) intelligence and information sharing3) law
enforcement investig@ns, and(4) military operations to defend the homeland.

National Security Agency:The National Security Agency/Central Security Service (NS3S)
is the lead for U.Scryptdogic work in Signals htelligence (SIGINT)/ Computer Network
Exploitation (CNE), Information AssurancglA), and Network ThreatOperations NSAG
support to DHS in the event afcyber incident is provided as &JD activity, in coordination
with the Director of National Intelligence. Foreigntelligence support andlA support n
connection with nomational securitgystems is provided to DHS per Executive Order 12333, as
amended. Iraddition, the Director NSA is the designated National Manager foseberity of
National Security Systems in accordance wihtional Security Dective 42.Under these
authorities, NSA conducts SINT/CNE activities for both national and@D requirements and
provideslA andNetwork Threat Operatiorsupport to National Security Systenas well as to
DHS for nonnational security systems.

The NSACSS Threat Operations Center (NTOC) is the prind8A/CSS partner for DHS
response to cyber incidents. The NT@6tablishes redime network awareness and threat
characterizationcapabilities to forecast, alert, and attribute malicious activity and enabl
coordination of Comuter Network Operations by NSBES U.S. StrategicCommand
(USSTRATCOM);and the broader community of thenitéd States its allies, and itsnission
partners.

Department of Justice: The Attorney GenerdlAG) is the principal law enforcement officer of
the United StatesThe Department of Justige(DOJ) mission is to enforce the lawlefend the
interests of the United States according to the &awl ensure public safety against threlatgh
foreign and domstic. The National Security Division of DOJ oversees all national security,
foreign intelligence and counterintelligence investigations, working with the appropriate U.S.
Attorneyds office(s). The Criminal Division of DOJ oversees criminal prosecutionggether
with appropriate U.S. Attornéy offices. A cyber incident may involve many different
components of DOJ, including the Criminal Division, the National Security Division, the Office
of Legal Counsel, and the U.S. Attorideyffices.The Attorney Geeral provids guidance on
legal issues that require resolution during efforts to respond to, and recover from, a cyber
incident manags any resulting criminal and/or domestic foreign intelligence investiggtams
shara information from those investitjans as permitted by law.

Federal Bureau of Investigation The FBlhas a dual responsibilitp prevent harm to national
security as a member of th€ and to enforcé-ederallaws as part oDOJ. The FBlreports to

both the Attorney General and tirector of National IntelligenceAs a national security
organizationthe FBlserves as the lead agency operating domestically to protect and defend the
United States against terrorist and foreign intelligence threatsdingthose that have a cyber
nexus.As alaw enforcement agency, the FBlauthorized to uphold and enforce the criminal
laws of the United States not assigned exclusively to anbtagralagency and has primary or
concurrent jurisdiction over alFederalcybercrime laws.The FBI fulfills its intelligence and
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criminal law enforcement roles through investigations, intelligence analysis, information
dissemination, partner collaboration, and community outrédut FBlleads the National Cyber
Joint Investigative Task Force (NCIJTF)tae multegency national focal point for coordinating
cyber investigations across all national security and criminal law enforcement programs.

Department of State: The Department of Sta@®OS) formulates, coordinates, and provides
oversight of foreign paty. During domestic crisedDOS is the primary point of contact for
foreign governments abroad and liaises with foreign embassies and consultitesUnited

States regarding access to and protection of foreign nationals. In the event of a cyber, incident
DOSserves as the principal point of contact for the foreign affairs community

Sector Specific Agencies(SSA) In accordance with their responsibilities underfXiBP, SSAs

will facilitate realtime cyber ncident notification within their respectiv&ctors and provide
mechanisms for reporting this information to the NCCHSAs manage the overall process for
building partnerships and leveraging CIKR security expertise, relationships, and resources within
thar sector and are responsible focoordinaing sectotdevel participation in the NCIRP
including supporting sector efforts to align cyber preparedness and response efforts with the
NCIRP. SSAs and secteattesignated operational entities may also communicate sector priorities
and protective actions the event of widespread impact to a sector. In addition to relationships
within their sector,@presentatives of all sectors mapodinate directly with the NCCIE

Other Federal Departments and AgenciesFederal departments and agencies are respensibl
for maintaining a24x7 security capability thais available and cleared to send, receive, and act
on alerts at all levels of classificatiohhey are responsible f@nsuring all relevant department
and agency cyber information is promptly transmittedHS to maintain common situational
awarenessAll agencies provide cybeelated expertise in support of the NCIRP amyther
incident responsactivities as further described in Sect®i.

State, Local, Tribal, and Territorial Governments: Each Chief Executive of a Statiepcal

Tribal, or Territorial government is responsible for its cybersecurity preparedness, respadse

recovery procedures as outlined Appendix H. These responsibilitiesinclude identifying

primary and secondary cybearcident response points of contact mrac h Chi ef Execl
respe&tive government.

TheMulti-State Information Sharing and Analysis CenM&{ISAC) is a key resource for State,
Local, Tribal, and Territorial government information sharing, early wamgé and alerts,
mitigation strategies, trainin@nd exercises andor maintenance obverall cyber situational
awareness.

Private Sector: The private sector is made up of two primary groupsp(iate sectoiCIKR
owners and operators and (2) the genpriadate sectorfiprivate secto). Representatives from
both groups are encouraged to coordinate and communicate directly with the NCCIC

CIKR owners and operators will be integrated both physically artdailly into the NCCIC
during steadystateoperations and will be fully and appropriately integrated aytzer incident

12 Reporting to the NCCIC is not a substitute for any reporting required by law, regulation, or prior agreement.

13 Coordination with the NCCIC occupsimarily through current methods, such as through NCGCHRT, ICS-CERTor
other NCCIC partneiReporting to the NCCIC is not a substitute for any reporting required by law, regulation, or prior
agreement.
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response capabilits® As key owners, operataorand leaders in cyberspace andadey part of
NCCIC operationsCIKR owners and operators are likely to be called upon tgtass Federal
Governmenduring aSignificantCyber Incident.

Multiple ISACs will likely play a key roleduring steady state and will be crucial during a cyber
incident. By definition, ISACs are CIKR sectapecific, trusted communities of security
specidists that identify, analyze, and share informatjonollaborate on threats, incidents,
vulnerabilities and best practicesand generally work to protect their respective industries f

cyber and physical threatSIKR sector organizations are encouragedoordinate with ISACs

when possible to assigh information sharing,analytics and trend definition. Sectors and
industries without ISACs should engage with their SSA, Sector Coordinating CEG€),or
sectordesignated operational entities to share information in a manner that is most effective for
their sector

In addition many private sector companies have established organizational watch and warning
centers.These functions may manifest themsslvas security operations centers, network
operations centers, or computer emergency response teams (CERT), but they all promote
connectivity and security of tirerespective network€Elements inside the NCCIC work with
operators of these entities duristeady state to maintain accurate;toqolate information on
cybersecurity threats and vulnerabilities in order to facilitate commimnsatiuring acyber
incident.

Non-Governmental Organizations: Nonrgovernmental organization€NGOs) can provide
assistane as needed and requestBaey can help develop and implement sustainable strategies
for effectively mitigating and addressing the consequencescgiber incident andcan provide
essential services and expertiShese may include adoc groups that coentogether t@ddress

a specific problem or webstablished groupthat have operated for yearshe NCCIC will

work with its partners to identify NGOs to engage with and to develop engagement plans and
coordination mechanisms for these relationships.

International Coordination: While DOS coordinatesdiplomatic outreach and formal
internationalagreementspther Federal departments and agengciesluding DHS, DOD, DOJ,

the FBl and USSS, have active multilateral and bilateral partnershipkese partnersips
include efforts related to watchnd warning, incident response, informatiaharing, CIKR
interdependencies, cyber lawand procedureg-urther, manyiT and communicationssector
businessesnd providers are multinational businesses with critical international elements and
relationships, including interaction with both policy and operational communities around the
world.

Due tothese crossutting and multifaceted networks of key associaitimose best informed of

the cultural, legal, and political nuances of that international emtitgt individually manage
these relationshipgo maintain trust and international agreemeniBhose with formalized
international relationships should work bwild on and maintain these relationships during
steadystate operationd-he NCCIC will work in coordination witlbOS, DOD, DOJ DNI, and

the FBI private sectgrand other partners to ensure agency activities are synchronized and
deconflicted over time.

14 Because ofthe large number of CIKR ownersdnperators, it is likely that only those affected by the current threat or

vulnerability would physically integrate onto the NCCIC flodowever, there may be specific circumstances where others
need to be brought in to help mitigate the consequen@s/absponse actions.
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Figure 1 depicts the general Federal incident managemiamie® as described abovétate,
Local, Tribal, and Territorial lanes will be defined by each enfiy specific roles,
responsibilitiesand authorities.

Coordination of Cyber Incident Management

Coordinating Agency

Coordinating Center

Support to External Stakeholders
NCCIC—provides multi-directional information sharing across all partners.

DHS—responsible for coordinating incident management activities across the breadth of the incident and across all partners.

NCCIC—the point of integration for all information from Federal departments and agencies, State, Local, Tribal, and Territorial Governments, and the private
sector related to situational awareness, vulnerabilities, intrusions, incidents, and mitigation activities.

Homeland Security

o DHS—uworks with all partners to
establish and maintain
Nationally-integrated
cybersecurity and communications
situational awareness.

* DHS—serves as the National

* (Cabinet departments
* Independent agencies and
government corporations

» State, Local, Tribal, and
Territorial—Upon request,
coordinate and assist with
incident response.

* Private Sector—coordinate on
the collection, analysis, and
sharing of such data in
real-time, to help prioritize
actions and resource allocation.

Intelligence

® |C—provides attack sensing
and warning capabilities to
characterize the cyber threat
and attribution of attacks and
forestall future incidents.

Coordinating Centers

Sector—share appropriate
classified intelligence with
cleared CIKR crisis
management and threat

allow the provision of sector
impact assessments and
response coordination.

Defense

e DOD—=establishes and

maintains shared situational
awareness and directs the
operation and defense of the
.mil network.

* DOD—works with partners to

response to cyber incidents

Coordinating Centers
¢ JTF-GNO/CYBERCOM

* (Cabinet departments
* |ndependent agencies and
government corporations

Support to External

Stakeholders

s State, Local, Tribal, and
Territorial—DOD coordinates
DSCA when requested

Law Enforcement

DOJ—maintains and shares
situational awareness about
law enforcement activities

e AG—lead for criminal

investigations
DOJ—leads the national effort

focal point for Cyber Incident o |C-IRC gain attribution of the cyber to investigate and prosecute
management and coordination o NTOC threat, offer mitigation cybercrime.
during cyber-specific incidents. o NCIJTE Ejechniqu(r;;s.f an; take acliog 0 Coordinating Centers
A . leter or defend against cyber
EDWS&T; ting Centers Associated D/As attacks which poéqe an imﬁninem : EE:EJTF
_ US-CERT * Cabinet departments threat to national security. i
NCC * |ndependent agencies and * National Guard Bureau— Associated D/As
: ICS-CERT government corporations communicates and coordinates * BBl
e NOC Support to External the synchronization of NG forces * USSS
_ NICC Stakeholders (to include but not limited to Support to External
_ NRCC ¢ State, Local, Tribal, and cyberspace, communications, Stakeholders
) Territorial and Private and signals organizations) in « State, Local, Tribal,
Associated D/As

and Territorial—
DOJ/FBI/NCIJTF coordinates
with law enforcement.
Private Sector—

o NTOC
Support to External intelligence groups at the . D03 FBI coordinates with InfraGard
Stakeholders lowest classification possible to ) efforts and works with the
Associated D/As

private sector regarding the
investigation and prosecution
of cybercrime.

Figure 1: Federal Cyber Incident Lanes

Because of the diverse apdtentiallydivergentpriorities, interestsand needsf these response
partnersthe NCCIC worlk to harmonize response efforts during steady state and coosdimate
development andas appropriateexecution of response adties for Significant Cyber Incidents

2.4

Agencies and organizations with roles and responsibilities during a cyber incident have a variety
of supportrelationships that requireoutine information sharing, decdiiction, collaboration,

and, at times, joint action. The exact nature of each supglationship will depend on the
nature,severity and scope oéachincident There will be situations whe®HS, throughthe

SUPPORTED AND SUPPORTING RELATIONSHIPS

SEPTEMBERO10 9



NATIONAICYBERNCIDENRESPONSELAN INTERIWERSIONSeptember 2010

NCCIC and its partnersvill be the primary suppogt organization for operational execution and
coordination for an incidentn othersituations DHS, throughthe NCCIC and its partnerill
support other response partners in executing their mission.

DHS as a Supported Organization

DHS is the primary organization for coordinatimgtional activities during cyber incidents It
will receive support and assistance from otkhepartments,agencies, componentand
organizations and will coordinate operational activities related to cybersgcuand
communications during Significant Cyber Incidents.

The NCCIC alsaeceives support from other elements of DHS on issues related to cybersecurity,
intelligence, infrastructure protectipand operations coordination to ensure the NCCIC and its
partnes fully recognize when cyber events miagve cascadingffects. This supportallows

NCCIC partners to work to prevent cascading effects, properly evaluate cyber risk across sectors,
and communicate this risk through tNECRAL system.Within DHS, the NICC ad the NOC
provide further support to NCCIC operations by assisting with the dissemination of information
and providing advice and assistance as needed.

DHS as a Supporting Organization

While many organizations work to support and enable NCCIC activitiesany circumstances,

the NCCIC provides support to other organizati@sing steady statehé NCCIC suppostthe
missions of partner organizations by providing situational awareness related to cyber operations,
cyber risk, and overall status of the diid communicationSCIKR sectors If damageoccurs to

IT or communications infrastructuiduring a natural disaster such atwaricane the NCCIC
supports the Federal Emergency Management Administration (FEMA) and any Joint Field
Office established at thmcident site. The NCCIC through the capabilities provided by the
National Coordinating Center for TelecommunicatioN<C), similarly supports the National
Communications System (NCS) effort to restore communications in accordance with Emergency
SupportFunction-2 (ESF#2)."°

In extraordinary circumstances, the President, as Commandéhief, or Congressmay
authorize military actions to counter thretdghe United StatesTherefore, DOD may conduct
military missions as the lead in defending the United Sthtesich circumstanceBHS, viathe
NCCIC, works through its processes and with its partners to support overall DOD missions.

Simultaneous Supported and Supporting Relationships

The authorities and capabilities of each endien must change in size, scope, and complexity
as situations evolvE.In anumber of potential scenaridie NCCIC would be both a supported
and supporting organizatiod few examples are deribed belowlIn these cases, the NCCIC
continues to receivaationatlevel support for coordinating operational execution in the cyber
domain while it supportsthernationatlevel efforts.

For examplein a number of circumstancges ¢yber incident camavephysical consequencéy
disruping industrial control systems or by other means. These effects may or may not require
national assistance or coordination.

15 The NCCIC remains a supported organization for the purposes of coordinating operational execution in support of FEMA

and the NOC.
In Significant Cyber Incidents where joint action is required, supported and supporting relpsionai change from phase
to phase in an operation and will requivemal processes to be established

16
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Minor, Localized Physical Effect#: a cyber event leads to minor, localized effetttss handled

at the local jurisdictional levelThe NCCIC coordinates national cyber operations to respond to
the cybercause®f theincidentand assistin mitigatingor responding to their effect¥he local
jurisdiction responds tthe effects, and the NOQYICC, and other partners monitor and prepare
for anynationatlevel consequences.

Complex Incidents:As incidents becomemore complex incorporating cyber and physical
effects more agencies and organizations may need to become involved. For ex&naple, i
incidentrequires national coordination frora Joint Field Officethe NCCIC continugto receive
support forconducting operations in the cyber domain while supporting the NOC, NICC,
National Response Coordination CenttMRCC), and other partner informianal and
operational needs. If needed, joresponseperations are conducted according to established
procedures, with the NCCIC supporting these efforts. In such cases, the NG&IQues to
receivesupport from its partners to coordinate thgerational execution in the cyber domain.
Although many organizations work to support and enable NCCIC activities, in many
circumstances, the NCCIC provides support to other organizations.

During a complex incidenthe Secretary of Homeland Security n@dnpose to activate the DHS

Crisis Action Tean(CAT). The Secretarynay partially or fully implement th€AT depending

on the severity, magnitude, or scope of an incident. In these cases, the Director of Operations and
the Assistant Secretary for CS&C comate the efforts of the DHEAT and the NCCIQUCG
(described in Section 3.1p provide integrated support and guidance to the Secretary on all
aspects of the incidenhcluding cyber aspects

NCCIC Flexibility

The NCCIC uses an Incident Command Systerganizational model to ensurhe core
organizations needdd executeghese supported and supporting relationships are fully integrated
into NCCIC operations. Aey elemenbf NCCIC operationss flexibility in execution to allow

the NCCIC and partner eties to adapt rapidly to changing circumstancés. coordinate and
assist in response efforts regardless of size and sdw@&@CICroutinely collaborats with
partner organizations on issues related to sharing information, coordinatirgdeemaflictirg
actions, conductinganalysis, assessment, and decision support actividied, developing
common processes and joint @amhe detailed nature of these relationships will be reflected in
operational playbooks anthsdard operating procedur&OP)

3  ORGANIZATION OF THE NATIONAL CYBERSECURI TY AND
COMMUNICATIONS INTEGRATION CENTER

The NCCIC operates in two primary phaseseadystate responseand Significant G/ber
Incidentresponse. The primary difference between the two issteatlystateactivitiesare built

so that nationallycoordinated execution of authorities can be quickly and efficiently
implemented Building on steag-state operationalso ensures thaSignificant Cyber Incident
responseactivities are consistent with the processes, relatlops, and agreements built over
time.

3.1 NATIONAL CYBERSECURITY AND COMMUNICATIONS INTEGRATION CENTER
ORGANIZATION DURING STEADY STATE

Every day, the Federabtate,Local Tribal, and Territorial governmentsand the private sector
respond to threats to themetworks, systemsand dataResponding to threats, vulnerabilities,
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disruptions, and intrusions is teteadystate of cybersecurity operatioidie NCCIC maintairs
a 24x7 common operatal picture during steadystate to enhance all partn@cs/bergcuity
efforts inform the national cyber risk picturand facilitaé incident response activities.

Overview of the NCCIC

The NCCICis a 24x7 integrated cybersecurity and communications operations, @rdé¢he

focal point of coordinationfor national respnse efforts toSignificant Cyber Incidents The
NCCIC is also the national point of execution for response activities within the scope of DHS
authorities and for response partntérat choose to execute their authorities from the NCCIC.
The NCCICserves as a centralized location where the operational elements iniroledoker
response activities areoordinatedand where many partners arphysically and virtually co
located'’ It is the national point of integration for all cyber information preddy Federal
departments and agencieState, Local, Tribal, and Territorial governmentsand the private
sector related to situational awareness, vulnerabilities, intrusions, incidents, and mitigation
activities.The NCCICworks with its partners to inggatecyberincident information from across

the Federal civilian department and agedoynain(.gov), defensedomain(.mil); IC networks

law enforcement sourceandState Local, Tribal, andTerritorial domain® from critical private
sector networks that have volunteered information to be shared and dpemsource
information and coordination with the rest of the private secidre NCCICis capable of
classified and unclassified operations and communicatiahsis@the appropriate channels and
portals to appropriately share that information.

The NCCIC is staffed and structured to beflalwaysono multiagency incident response center
with participationopen toState,Local Tribal, Territorial,and private sdor partnersDuring
steadystate operations, the NCCIC will utilize -bacatedpartners andutreach mechanisms to
coordinatesteadystate cyber incident response activities and produce a common operational
picture. Although eachpartnermaintainsits own operating mission, the execution of NC@C
mission relies on coordinated operatiordistributed executignand common situational
awareness

The NCCIC and Partner Organizations

A number ofDHS organizationsperate fulltime within the NCCIC or hava major presende
daily NCCIC operations. The U.S. Computer Emergency Readiness Team -QERT),
Industrial Control Systems Cyber Emergency Response TE2BOERT), and NCC execute
their missions under the daily supervision of the Director of the NC®ith elements of the
DHS Office of Intelligence and Analysis (I&Aproviding the NCCIC with vital additional
capabilitiesand connectiamto thelC and with elements of the National Cyber Security Center
(NCSC) providing connectivity to the other cybers#igucenters Representatives from Federal
departments and agencigdbe IC defense,law enforcementother operations centerand
private sectoprganizationswill be able toparticipate in the NCCIC physically and/or virtually
according to agreementstiveen the NCCIC and each organization.

17 The NCCIC also includes substantial elements fronCtvamunications Sector that will be responsible for additional

activities such as the restorati and operation of national security and emergency preparedness communications.
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NCCIC

NCCIC
Director

US-CERT NCC ICS-CERT I&A

NCCIC Partners

NOC D/ASOCs FBI USSS NRCC IT-ISAC ES-ISAC Energy-ISAC
NICC DOD IC-IRC ICECCC DOT/FAA MS-ISAC  ST-ISAC COMMS-ISAC
NCSC NTOC NCIJTF  Treasury CSMC FS-ISAC WaterISAC  Others

Figure 2: NCCIC and Partners

In addition to the partner entities listed in Figuredne of the critically important organizations
that workin partnershigith the NCCIC includé

A

Too Joo oo oo oo o o

Too o o To To o Do

A

Other elements of DHS

T United StéesCoastGuard

T FEMA, NRCC, and FEMA Operations Center

Other elements of DOD

Other elements of NSA

Other elements of thE

Other elements ddOJ

DOS

Department of the Treasury

Department of Commerce (DOC), including the National Institute for Standamds
Technology (NIST)and the National Telecommunications and Information Administration
(NTIA)

Department of Energy (DOE)

Department of Transportatidréderal Aviation Administration Cyber Security Management
Center

The 24departmentaindagenciesof theNCS

Elements of othetlepartmentsndagencie$®

EOP

Additional ISACs and other sectoesignated organizations upon reqtfest

Individual ownersand operatorsof cybersecurity and communications CIK&oon request
and by agreement

Owners and operators of glislative Branch and Judicial Branch networks upon request.

In addition many key private sector partners, Stategalities Tribes and Territories will play
an integral role in NCCIC operationand a number of private sector partners will be

18
19

All Federal departments and agencies have responsibilities for maintaining their IT and communications infrastructure.
For the most uio-date list 6 components and paers, please reference the NCCIC Concept of Opergft@blOPS).
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indispendble to response operations because of the national dependence on the infrastructure
they own and operat&ach of theséNCCIC partners retaings own organizational and legal
authorities and respaibilities. They work togetherwith NCCIC leadershipto build and
maintain trusted relationships to enhance cybersecurity and communications collaboration,
situational awarenesand everyday response capabilities.

Leadership

DHS Assistant Secretary of Cybersecurity and Communications

The Assistant Secretafgr CS&C is responsible for leading DHS cybersecurity operations and
coordinating these activities through the NCCEZiring steady state, the Assistant Secretary is
responsible for working witlthe Cyber UCG to synchronize cybersecurity activiti@gross
Federaldepartments and agenci&ate Local, Tribal, and Territoriagovernmentand private
sector partners

NCCIC Director

The NCCICDirector leads he daily activities of theNCCIC andrepors to the DHS Assistant
Secretary for CS&CThe Director $ responsible for working with NCCIC partners to minimize
and prevent disruptions to criticayber infrastructure respond to disruptionsand @surethe
distribution ofreattime incident informationThe NCCIC Director, with the assistance of the
Cyber UCG, is responsible for the development aoftionatlevel operational plans to
synchronize the activities of opetal partnersin addition the Director will ensure awareness
of partner capabilities and capacities to support incidents.

Cyber Unified Coordination Group®

The Cyber UCGis an interagency and interganizational coordination body that incorporates
public and private sector officiafs.It works during steadgtate to ensure unity of NCCIC
coordination angbreparedness efforts and to factitahe rapid response case ofa Significant
Cyber Incident.The Cyber UCGis a pool of individuals that woskto ensure centralized
coordination and distributed execution take pldtés composed ofenior officials and staff,
thathave been prselected by thieadership of theidepartment, agencyr organizatiorf?

As described below,aeh organizatioshould designate at leasto representativegl) a Cyber
UCG Senior Official who haspolicy anddecisionmaking authority an@2) a Cyber UCGStaff
membermnwho works for theSenior Officiab srganization but has been designated to participate
in NCCIC preparedness efforts.Cyber UCG Senior Officials and Staff meet and exercise
regularly during steady stat8ome organizations havmultiple sets of authorities that may be
needed during a Significant Cyber Incidelhese organizations may pdesignate multiple
Senior Officials provided a primarenior Official is designated’

During a Significant Cyber Incident, theAssistantSecretarycoordinates withthe appropriate
Cyber UCGSenior Officials andStaff to activatethe CyberUCG IMT described in SectioB.1
andto develop and execute an incident action plan

2 TheUCGreplaces th&lational Cyber Response Coordination Group (NCRCG).
2L TheCyberUCG is based on the principle of Unified Command outlined ilNih&S Incident Command Systerfiheterm
UCG, along with other NIMS Incident Command Systerms such afincident Management Teamandfincident action
plan are used to convey that the NCCIC intends to operate in accordance with these NIMS and Incident Command System
principles.
Non-preselected UCG Senior Officials may need to be added to thelMT®ased on the nature of a giveyberincident.
Each organization may choose whetitetJCG Staff Member works with the NCCIC in a ptirhe or fulktime capacity.
2 For examplePOD may choose to designate a Senior Official fritie U.S. Cyber Command (G¥BERCOM) and a
Senior Official fromthe U.S. Northern Command (M®RTHCOM) to exercise different sets of authorities.

22
23
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Cyber Unified Coordination Group Senior Officials

Cyber UCGSenior Officials make up a pool of prdesignatedpre-trained and situatioraware
individuals who may be called on to represent their organization durirggaificant Cyber
Incident® Each Federal department angeacy head will designate &east oneCyber UCG
Senior Official .2° Each Chief Executive of a Statepcality, Tribe, or Territory and designated
private sector CIKR partners will be requested to design&gbar UCGSenior Official. It is
essential that these designations are made based on thetpothibiatindividualés positionand
organizationto quickly commit resources and make decisions to affect cyber incident response.
EachCyberUCG member should be abledto

A Understand and communicate the full range of response capabilities that his or her
organization brings to bear

A Make decisions on behalf bfs or herorganization

A Quickly commithis or heragency, State, or company resources to assist in response efforts.

Representativesf adhe CyberUCG may vary in seniority and position within each oigation.
Organizations will need to decide what posi(g)ror individual(s) might serve as €yberUCG
Senior Official based on th@bovecriteria and the skilsets needed to effectively exectite
organizatiods resources and authoritiescoordination with the NCCIC.

During steady stajeSenior Officials meet no less théour timesa year with the support of
CyberUCG Staff.DHS is the Executive Agent of th@yberUCG, and the Assistant Secretary
for CS&C will chairthe CyberUCG Senio Officials.?’

Interagency Support to the NCCIC

Cyber Unified Coordination Group Staff

The Cyber UCG Staff exists primarily tosynchronizeinteragency and intesrganization
activitiesbetween steady state acgberincident respons€yberUCG Staff assisttheNCCIC
Director, Assistant Secretary for CS&andCyberUCG Senior Officialsselected fothe Cyber
UCG Incident Management Teafdescribedn Section 3.2in carrying out their responsibilities
during aSignificantCyber IncidentCyberUCG Staffwill include one representative from the
organization of each Senior Official aadditional representatives chosen by the DHS Assistant
Secretary foCS&C, in consultation with Senior Officials from DQDOJ, the FB] andDOS.

During steadstate, he Cyber UCG Staff serve a liaison functithand meet on a monthly basis
(at minimum). They are responsible for continuously harmonizing and synchronizing cyber
operations, policiesand procedureselated tocyber incident response activities as outlined in
theNCIRP and in coordination with the varying operatiomgiresentatives at the NCCICyber

UCG Staff are responsible for keepi@gberUCG Senior Officials current on NCCIC activities

the overall cyber threatvulnerability, and consequencgsicture and steadystate incident
response coordination.

25
26

UCG Senior Officials may participate virtually if doing scoals them to be more beneficial to the response effort.
Federal agencies should consider designating as the Cyber UCG Senior Official a person who is a properly appointed
‘officer' within the meaning of the Appointments Clause in order to ensure thpetsan may exercise significant authority
on behalf of his or her agency.

DHS will provide training to support the UCG Senior Officials and Staff.

They are employed by their home department, agemayrganization and work primarily within theiotne organization.

27
28
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NCCIC Support Staff

Full-time support forthe NCCIC is provided primarily by elementsof the DHS National
Protection and Programs DirectoralP@D). Other elements of DH&, DOD, DOJ the FBI
NSA, DOS, and other NCCIC partners may provide {iithe support as well, including
operations staff and liaisons

NCCIC support staffvill work with UCG Staffto provide advice and assistance to Gyber
UCG IMT in the following areastechnical impactresponseand recovery recommendations
legal authoritiespolicy recommendations (including dispute resolution elevation procedures)
intelligence and law enforcememternational outreagtand external affairsAll of these staff
support functionsreavailableto support NCCIC partners duristeadystate operations.

Structure

The NCCIC is designed to evolve to meet the needs ofn#it®nal cybersecurity and
communications CIKR mtection and response communitjne NCCIC will evolveover timeto
meet the needs of the partnecslocated and virtuallconnected to the NCCI@nd itwill be
organizedto supporthe NIMS Incident Command System to provide a-fusie structurewith
theflexibility to scale to manage complex incidefits.

The NCCIC Drector, under the direction of the Assistant Secretary for C3&f@sponsible for
maintaining an appropriately staffeahd organizedOperations Group, Watch and Warning
Group, Analysis Group Planning Group, Assist and Assess (Logistics) Group, andddai
Group. Eachgroup will be staffed and organizeldased on the competencies providedhnse
participating inNCCIC operationsand will be reflected in the NCCIC Concept of Operations
(CONOPS)* A general description of eagnoupfollows.

Operations Group

The Operatins Group is responsible focoordinating interagency operational incident
management efforf§ This responsibilitywill entail directly coordinating with and integrating
information from the various cybersecurity centeretwork operations centers, security
operations sectorgnd otheroperational entitiesOperationalexecution ordifferent aspects of
the response effortill vary based ogapabilitiesjurisdictional involvementstatutory authority
and priorities sein the incident action plaifhe Operations Group ensare synchronization
of these efforts taleplace in a manner that ensuré® appropriate protection &fensitive
information.

Watch and Warning Group

The Watch and Warning Grougpthe central pait for receiving all information that comes to the
NCCIC from outside the Operations Grode Watch and Warning Group responsible for
fusing information from the Operations Group with outside informatimaintaining the
common operational picturand executing the NCRAL systerlit determines if the incoming
information has been previously reported, prioritizes the information, and sharneformation

2 TheOffice of Operations and Coordination (OPS), FEMA, I&A, Office of Intergovernmental Affairs (1G/A),Coast

Guard (USCG), and USS

The structure described in the NCIRP may provide assistance beyond Significant Cyber Lrieidentample, the NCCIC

may also request partner support for the executi®S6H#2.

For example, onESAC may be most appropriately placed in the Liaison Group based on its charter and capabdities,
another ISAC may have capabilities that would be more appropriately placed in the Watch and Warning Group. For more
information on the NCCI®& organization and staffing, see the NCGQONOPS

Coordination of operational incident management effortssefecoordination and situational awareness of overall incident
management activities. It does not refer to DHS directing or executing other agegspesisibilities.

30
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in accordance with standard procedurBse Groupalso disseminates intelligence products and
situation reportsat appropriate levels of detail and classification within the NCCIC t&tfmer
UCG and appropriate external partners

Analysis Group

The Analysis Groups responsible fotaking the common operational picture and focusing on
longterm, strdegic,andemergingthreats to help inform the NCCIC operating environment and
decisionmakers This responsibilityincludesfusing information on past incidents afieom a
variety of sources witinformationspecific to the threat, incident, or evehhe AnalysisGroup

also worls with 1&A and other partners to generate information and intelligence requirements
for ongoing NCCIC operations.

Planning Group

The PlanningGroup is responsible for developingll operational plans for the NCCI@
coordination with the othergroups and the UCG.This responsibility includesdevelopng
playbooksand other scenar@nd capabilitiedased operational planSectorspecific plans and
procedures for information sharing and coordination will be conducted in cavitethe DHS
Office of Infrastructure Protection (IP) and otl&8As

The Planning Groups also responsible for maintaining awareness of the capabilities of all
NCCIC partnerspreparing and documentirayailable partnesupport actiongnd capabilities,
andensuring strategic and policy collaboration and integration across the cybersecurity centers.

Assist and Assess (Logistics) Group

The Assist and Assesd.qgistic§ Group coordinatesthe deployment, distributionand
managementof physical personnel deployment or ossite technical assistanceThis
responsibilityincludes managemewtf and accountability for Federal supplies and equipment;
resource orderingand delivery of equipment, supplies, peopbnd services toany assistance
efforts outside ofthe NCCIC operating environmenthis Groupalso assist with ESF #2
logisticsactivities as needed.

Liaison Group

Elements that operate within the NCCIC provsidbjectmatter expert liaison officersiaisons
serve as the points of contact for assising coordinating activities with various agencies and
groups includingSSAsand private sector companies not participating in the Operations Group
For example, arinfrastructure Liaison designated IBHS IP maintains connectivity to the
NICC and coordines with the NCCIC Director to provide advicethe Director and theCyber
UCG regarding issueeelated to CIKR sectordhe NCCIC also suppa@ther centers with a
liaison, such as thBHS CAT, when theSecretaryactivates itCyberUCG Staff will coordhate
activities as part of the Liaison Group during steady state.

In coordination withthe othergroups the Liaison Group will also work with the originators of
information to ensure information can be shared as widely as possible and at differertdflevels
classification and sensitivity.
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Figure 3: NCCIC Organization, Steady-State

Information Sharing Environment

DHS, through theNCCIC, works on an ongoing basis to identify and integrate appropriate
information sharing and collaboration mechanisitee NCCICmaintains a secure, redundant,

and trusted information sharing environment utilizing controlled communications mech&nisms
where Federal, Stateocal Tribal, and Territorial governmerg and private sector partners can
exchangenformation consstent with law This information exchanges based on established
information sharing agreements and, where needed and agreed to by the originator of the
information, adhoc arrangementsDHS will work with the ownersand originatorsof
information to enste the information is shared at the appropriate level of detail and only with
the appropriate personnel and organizatefter any required equity reviews

To facilitate this, the NCCIC will haveprocessesn place for protecting information from
unauthorized disclosure, includirg expedied certification of Protected Critical Infrastructure
Information (PCIl) and coordination mechanisms to facilitate rapid equity reviéwEhe
Assistant Secretary for CS&@hrough the NCCIC Director, is respdoisi for maintaining the
conditions under which sensitive information, including proprietary data, is properly
safeguarded.

% fControlled communications mechanismefers to reatime, managed information sfirg tools, including conference
bridges, web toolsaand other means to communicate in a trusted environment.

34 The PCII Program, part of DHS NPPD, is an informapeatection program that encourages information sharing between
the private sector and ti@vernment. Properly certified critical infrastructure information (CIl) voluntarily submitted by
the private sector can receive protection from Freedom of Information Act disclosure, protection from state and local
disclosure laws, protection from useciil litigation, and protection from use for regulatory action
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Reporting into the NCCIC

During steady statereporting tothe NCCIC can occur in two wayslirectly or through
previously establistte reporting chainsFigure 4 depicts finormab incident reportingfor an

affected organizatioras outlined in NIST Special Publication 860, Computer Security
Incident Handling Guide, Revision 1.

Telecommunications

Providers

Affected External
Party

Software
Vendors

Organization's
ISP

Other Incident

Response Teams

Owners of
Attacking
Address

Law
Enforcement
Agencies

Incident
Reporting
Organizations

Figure 4: Incident Reporting in NIST SP 800-61

The organkation at the center of Figurd represents the organization reporting an incident.
Depending on the type of organization affected, reporting may occur to a variety of the outlying
organizations By comparisonFigure 5 represerg how information would rezh the NCCIC
through thes@normab incident reporting channels.

NCCIC
DoD NCUTF  Treasury  NRCC NCC DHS 1&A IT-ISAC ES-ISAC Energy-ISAC
NTOC Usss NoC FAACSMC ~ NCSC D/ASOCs ~ COMMs-ISAC  ST-ISAC MS-ISAC
IC-IRC  ICECCC  NICC US-CERT ICS-CERT  NCS FS-ISAC Water|SAC ~ Others

NCCIC Senior Watch Officer or the Organization's Representative

I 1 f

Owners of Lah Affected ther Incident

i Software Tel Department
v Enforcement s Response Vendors Pfosicd(:a[:s ?aennc]iins !
Address Agencies Party g

. T f

Incident
Reporting
rganization:
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Figure 5: NCCIC Incident Reporting
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As depicted in Figur®, organizations reporting an incident can report directly to the NCCIC
through its cdocated organizationsindirectly through NCCIC partners including law
enforcement, intelligenceor regulatory agenciesor through ISACs in the form of ISAC
analytical informatior?>

For example, information reported through law enforcement channels might reach the NCCIC
through the NCIJTF, USK the FBIor through direct reporting to the NCCIC by the affected
organization.In addition an organization thathooses to reporincidentrelated information
through its telecommunications provider ISP might reach the NCCIC through the
telecommuniations providerdirectly or through the reporting of the N@®@mmunications
sectorISAC. Building on Figure 5, these scenarios are graphically depidted-igure 6 and
Figure 7.

NCCIC NCCIC
NCIJTF NCC
Usss COMMs-ISAC
FBI
NCCIC Senior Watch Officer or the Organization’s Representative NCCIC Senior Watch Officer or the Organization's Representative
o
[ law / ’ \
( Enforcemer)j [ Prmnder .
@< | Hows?
Organization [ Organization )
Figure 6 Figure 7

Organizationswithout formal established reporting mechanisms or without 24x7 channels
through which to report informationmay prefer to communicateirectly with the NCCIC®
Those withotherformal information sharing relationships are similarly encouraged to continue
these relatioships.

3.2 ORGANIZATION DURING A SIGNIFICANT CYBER INCIDENT

Because the Feder&overnmentand its cybersecurity partners have learned that regular
communication and interactiopefore an incident strengthens relationships and helps clarify
incident responseoles, it is essential that these relationships are leveraged duSiggificant
Cyber IncidentAt Level 2 or Level 1 of theNCRAL system,the NCCICscales from steady
state operation® meet incident objectivexffectively by including all partnerandCyberUCG
Senior Officialsneededo executeeffective incident responsand risk mitigation activities.

NCICC

As the centrahationalpoint of coordinatiorfor day-to-day cyber response efforts, the NCCIC is
in a unique position to facilitate domestic incident managemer8igmificant Cyber Incidents

% As depicted irFigure5, ISACs arerepresented as incident reporting organizatibot many provide extensive services

beyond incident reporting.

% Reporting to the NCCIC is notsaibstitute for any reporting required by law, regulation, or prior agreement.
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that require a coordinateghtional responserlherefore,the NCCICremainsthe platform for
coordinating opeational response activities, includimgcident prioritization, critical resource
allocation, and situational awarendss SignificantCyber IncidentsThis coordinationincludes
communicatingcyberincidentrelated situational awarenessN&CIC partnes, the Secretary of
Homeland Securityand the White House and coordinating with @C, NICC andNRCCto
monitor and prepare for the possible onset of any physical consequences.

If needed partners are not present during the onseSajraficant Cyberncident the NCCIC
maintains the capability to physically or virtually add additional Federal, Statgl Tribal,
Territorial, and private sector partners, including international stakeholders as appropriate, to the
coordinatedNCCIC effort. Affected partners, and those that can contribute to the response effort
and risk mitigation activities, can be physicallylocated and virtually connected to coordinate
SignificantCyber Incident response efforts.

Leadership

Assistant Secretary for CS&C

During aSignificant Cyberincident, the Assistanfecretary forCS&C reports directly to the
Secretary of Homeland Securitgerves as the National Cyber Incident Managerd is
responsible for coordinating allignificant G/ber Incidentrelatedactivities for the Secretary of
Homeland Securit§® During aSignificant Cyber Incident at Level 2 or Level the Assistant
Secretary for CS&C focuses primarily on his or bgverincident management responsibilities.
The Assistant Secretary for CS&C coordasignificantCyber Incident management activities
from the NCCIC in concert with th€yber UCG IMT. The Assistant Secretary for CS&C,
through the NCCIC Director, will have established procedures in péacetify the Secretary,
NPPD leadershipall CyberUCG Senior Officials, the NICC, the NQ@nd the White House
Cybersecurity Coordinator of the status during each response. Phese Assistant Secretary
for CS&C is responsible for coordinating with the Manager of the NCS, especially in situations
related to the degradation or disruption of communications infrastrif€ture.

If the President or Congress authorizes military action to defend the United Statésthend
President, as Commander in Chidétermines thathe Secretary of Defense should yodz
leadership for incident management, the Assistant Secretary for CS&C, through the Secretary of
Homeland Securitywill work through NCCIC processes and procedures to support the Secretary
of Defensés incident management efforts.

Cyber UCG IMT

Becauseneeded resourcesuthorities and execution responsibilitiedo not reside in one
department, agency, organizati@r company, theAssistant Secretary for CS&€oordinates
cyber incident response efforts from the NCCIC with the help ofGgber UCG IMT. The
Cyber UCG IMT consists ofselectedCyber UCG Senior Officials who can quickly bring

57 The Assistant Secretary, in coordination with @yberUCG IMT, will be responsible for ensuring the proper individuals

are included in this effort and are able to do s@&mts, or in coordinated groups as needed, while ensuring propriety
informationcan remain safeguarded.

This does not prohibit the Secretary from choosing another Cyber Incident Manager based on the nature of the incident and
operational roles and competencies.

This does not preclude any department or agency from directly notifying the White Housee@ytigr€oordinator of the

status of its response efforts. The NCCIC also provides information to the DHS Chief Privacy Officer in accordance with the
provisions of the Privacy Act and related laws and policies

The Manager of NCS is responsilide maraging the coordination of, planning for, and provisidmational security and
emergency preparedness communications for the Fe@evalnment under all circumstances.

38

39

40
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together needed resourcesithorities and information for a common situational awarertess
respond to &ignificant Cyber IncidentParticipants in th&€€yber UCG IMT utilize their own
authoritiesand execution responsibilitid® assist response activities aack responsible for
understanding and communicating the full range of response capabilitighdhageny or
organization brings to bear.

Theexactcompaition of theCyberUCG IMT will be determined by thAssistant Secretary for
CS&C based on the nature and scopéhefincident,and will always includé

A Senior Defense Official

A Senior Federal Law Enforcement Offiéfal

A SeniorlC Official

SeniorPrivate Sector Officigb) (chosen based on the specific nature of the incident)
OtherCyberUCG Senior Officials with primary statutory or jurisdictional responsibility and
significant operational responsibilitghosenbased on the nature of the incideBenior
Officials may be choserfrom departments, agencjeand organizations with capabilities,
authoritiesand responsibilities relevant to the incident

oo T Jo To I

Each department and agency involved iB8ignificant Cyber Incident shall be responsible for
ensurng the availability ofits Senior Official to theCyberUCG IMT. Senior Officials should
have familiarity with the incident and the NCCIC based on coordination witiCyber UCG
Staff and ideally, will be familiar to NCCIC partnersThe Cyber UCG IMT will jointly
determine objectives, plans, and priorities for the incident action plawidindbork together to
execute the plan.

The Assistant Secretary for CS&C, with the support of the NCCIC and in concert witlyliee
UCG IMT, is responsible f@

Estabishing the incident action plan

Ensuring overall coordination o®ignificant Cyber Incident management and resource
allocation activities

Facilitating interagency conflict resolution or elevating matters, as necessary
Coordinating response between multipjeerincidents when applicable

Ensuring the NOC and NICC receive timely updates on the status of response activities
Coordinatingexternalaffairs activities.

To o oo oo

As during steady stat@, wide varietyof critical international relationshipsill be individually
managed bykey partners to ensure thdahey maintain and adhere to themternational
agreementswhere applicableDOS works with the NCCICand all relevant departments and
agenciego facilitate multilateral and bilateral coordinatioricefs as neededuring aSignificant
Cyber Incident. he Assistant Secretary for CS&andthe CyberUCG IMT will work through
the NCCIC to coordinate and deconflict direct international engagements

All membersof the CyberUCG IMT will be invited to meephysically at the NCCIC to assist
with coordination effortsSome members may participate in gber UCG IMT virtually if
doing soallows them to be more beneficial to the response from their home organiZateon.

41 TheSenior Federal Law Enforcement Offici@lRLEQ) is appointed by the Attorney Geral during an incident requiring a

coordinated Federal response to coordinate all law enforcement, public safety, and security operations with
intelligence/investigative law enforcement operations directly related to the incident.
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CyberUCG IMT will standdown when theoals outlined in thencidentaction plan have been
achievedand theNCRAL system is lowered to Level 3.

Process

The NCCIC Director and Stafivork with theCyberUCG Staff to present recommendations and
associated risks to thissistant Secretary for C&Xand theCyberUCG IMT for coordination
and executiomn accordance witthe NCCIC incident management procgsge Figure 8)

Incident Management Process

Determine any problems
with implementing
mitigation actions

-
= -

a Develop coordinated
mitigation actions

v

e
No
Aitigation ™ ygg Acceptable
Actions Readily Risk Determination
Available?
. . Develop products . Send notifications of
3 Daily operations/ to communicate Ernw@e NCC.‘E I conference call regarding
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-
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H - 1
S e
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** The term “partner” refers to public and private sector partners including cybersecurity centers. The term “threshold” refers to the agreed upon types of threats/vulnerabilities
for notification (i.e., criminal acts, threat investigation, etc.) to partners and DHS Leadership

*** The blue boxes indicate processes that the UCG IMT help coordinate during a significant Cyber Incident

Figure 8: NCCIC Incident Management Process

In addition, the NCCICExternal Affairs Officeris responsible for working with thAssistant
Secretary for CS&CCyberUCG, DHS Office of Public Affairs, White House Communications,
Public Information Officers and National Joint Information Center (NJIC) toeate and
maintain communications plans associated with the NCIRR@anthnaye external affairs and
ESF#15 activities, as needed or requirdthe External Affairs Officer will work to integrate
public affairs,congressionahffairs, and intergovernmental affairs into external affairs efforts
utilize preidentified communicationsprotocols duringa Significant Cyber Incident and
formulate the public affairsincident action plan to guide messaging to public and external
stakeholderswWhenever possible, public information officials from all participating agerazids
organizationshouldcoordinate closely wittheNCCIC and NJIC.
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4 ACTIONS OF THE INCIDENT RESPONSE CYCLE

The actionsdepicted in Figur® and describedh the following sectiongre based on phases of
the incident response cyaad should be conducted in partnership witherincident response
partners at the NCCIC.

| | ‘ Coordinate

| | | | )
| | ‘\\ \\\
| | Prevent & Protect | Y Detect p) Analyze Respond Resolve

| | ‘ Common Operational Picture

Figure 9: Cyber Incident Response Cycle

4.1 COORDINATION AND THE COMMON OPERATIONAL PICTURE

Coordination and the development of the common operational picture agfentilelements

of prevention and protection activities and are especially essential during detection, analysis,
responsgand resolution activities. Theteadystate relationships developed at the NCCIC should
assist coordination during all phases of iti@dent response cycle and during all levels of cyber
risk. However, during &ignificant Cyber Incident, coordination is especially importéetcause

each partner organization may have different priorities and drivergsfdecisions.A CIKR

owner andperator may be focused on containment and recovery, while Federal partners may be
focused on attribution and prosecutiétaving thenationalcommon operational picture in mind,

the NCCICis in a unique position to assist in the deconfliction of thesaripes andto work

with other departments and agencies with specific deconfliction authdfities

The information sharing environment established among NCCIC partners failitete
development and maintenance of a common operational picture throughout the incident response
cycle and providethe foundation for successful response effd#SCIC partners develop and

share tips, indicators, warnings, information, and mitigati@omemendations using established
communications channelélthough constantsteadystate communication isplanned regular
communication may need to increasecope and detailased on thBICRAL system levels.

The NCCIG asthe nationalfocal point forcyberincident management and coordination during
cyberspecific incidentsis the point of integration for all information from Federal departments
and agencies, Stateocal Tribal, and Territoriabovernments, and the private sector related to
situationalawareness, vulnerabilities, intrusions, incidents, and mitigation actitities.

42
43

In accordance witthe escalation procedures developed by the UCG.

This role does not change existing departmdirnd agencidgsuthorities or missionfhiowever, DHSthrough the NCCIC

will coordinate with all partners, including law enforcement agencies leading theaiaffort to investigate and prosecute
cybercrime; the IC regarding threats, intelligence, and attribufi@) elements regarding intelligence and information

sharing, military operations to defend the homeland; Stat¢ acal governments; and tipgivate sector to ensure common
operational situational awareness is being leveraged by all response organizations as they execute their individeal authoriti
and missions.
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4.2 PREVENT AND PROTECT

The public and private sector participants at the NCCIC continually monitor andthraeks,
vulnerabilities, disruptions, and intrusion® help preventand protect critical cyber
infrastructure The NCCIC make indications and warning information available to all relevant
organizations to highlight the emergence of critical changes in the overall state ayhes.
infrastructure Organizations within & NCCIC work to ensuréhe NCCIC and other critical
partners receive and are able to act on preventative and protective information throughout all
phases of the incident response cycle.

4.3 DETECT

When prevention and protection efforts are unsuccesstderal, Statd,ocal Tribal, Territorial

and private sector owners and operators of critical networks are likely to be the first to detect
malicious or unauthorized activity on their networkehese owners and operators work
individually within their inagdent response processes and, when appropriate, in partnership with
others to identify and contain malicious and unauthorized activity on critical netwidrky

seek to gather as much information as possible on the unauthorized activity, including any
critical details on théwho, what, where, when, whgnd how of the incident, if knownin
addition when availablejnformation on threats and vulnerabilitif®m a variety of sources

may be made availablda the NCCICto appropriate response partne®snilarly, information

from the IC may be availablat the appropriate level of classification in order to assist with
detection activities across critical networks.

Based on this network detection and information gathering activity, each organizatisiteovork
determine risks and operational impactdbased on further analysis and/or tway
communication with the NCCIGectordesignated organization, or other incident partners.

4.4 ANALYZE

Analysis of an incidentis conductedto discover whether an incident wasmalicious or
unintentional and to assets impact scope and severityAnalysisis an ongoing process that
takes into account detected activity over time and adjusts accordiAgblysis should
incorporate data and information from multiple sources ngkier possible and should be
conducted and communicated in theerallcontext of theNCRAL system.

Many organizations have robust analytical activities under&agh organization may conduct

its own assessmeuind collaborate with others but is encouraged to share information on the
potential incident with the NCCIC or any of its participating organizatiémalysis should
include the technical aspects of the incident, mission or business japaaetisibility and public
affairs impact.

The NCCIC bring together data from a wide variety of information sources to help with further
analysis build a robusttommonoperatonal picture, and conduct further analysis to determine
the NCRAL systemalert level. The NCCIC vorks with partners to characterize and prioritize
incidents based onisk to the NatioGs cyber infrastructure, economic and national security,
public confidence, and thee u b | heatthbasd safety

4.5 RESPOND

Response activities happen within organizatienery day and can be conducted with the
assistance of NCCIC partners upon requastby mutual agreementDuring coordinated
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operations at Levels 2 and Levels 1 of ME€RAL system, the Assistant Secretary for CS&C
coordinats response efforts from the N@GT with the CyberUCG IMT, including determining

the incident action plan, evaluating the effectiveness of the response, and adjusting the effort
based on the goals of the incident action plan.

Each organization involved in@ignificantCyber Incident plgs a unique response rabecause
each has a distinct mission and different authoriliegded response resources should be readily
available and based on each organizé@iayber response plans and authorifesponsibilities
include notifying and activating cyber response organizations, ,@adspersonnekequesting
assistance when needednd initiating or continuing law enforcement investigatioife
NCIJTF coordinate cyber investigations in partnership with other edets of the intelligence
and law enforcement communitidaformation relevant to protection, mitigation, threats, and
vulnerabilities will be reportedyhere permitted by layto theAssistant Secretafpr CS&C and

the Director of the NCCIC. The NCCIC tibiesthe appropriate stakeholders of the situation and
will continue to coordinate required and requested response activities according to established
operational tempos.

Requests from NCCIC for assistance from partners or sehsttack the capacityo respond on
their own are coordinated through the NCCIC and prioritized and assigned to responding
agencies based on direction from @yberUCG.

It is possible that, because of response activities, the Assistant Secretary for CS&C may adjust
the NCRAL system to a lower levellhe coordinated response effort and the work ofGiteer

UCG IMT terminates when the goals, strategaexl intended outcomes outlined in the incident
action plan are met and with concurrence of the Assistant Secretary for CS&C.

4.6 RESOLVE

The Assistant Secretary for CS&C and gberUCG IMT work to confirm that the intended
outcomes of the response effort have been met or that response efforts can be successfully
managed withoutational coordination.

The Assistant Secretary f&@S&C works with the NCCIC Director and th€yberUCG Staff to
issue appropriate advisories and communications.

The Assistant Secretary for CS&Cyber UCG IMT members, an€yber UCG Staff collect
lessons learned from the incident and organizepanticipate in lessons learned activiti€yber
UCG Staffwork to coordinate the implementation of letegym corrective actions by monitoring,
tracking, and measuring their implementation.

) UNIVERSAL ROLES AND RESPONSIBILITIES

The following is intendedto assist all entities with understandinigeir generalroles and
responsibilities for preparedness, response, hod-®rmrecovery during &yberincident.

51 PREPAREDNESS

Preparedness activities, including establishing common situational awareness in ancomm
operationapicture, are shared responsibilities across Federal, &tatal Tribal, and Territorial
governments and the private sect®y.the time coordinated response actions are needed during
a Significant Cyber ncident, the cybersecurity commtynimust beprepared and maintain a
shared situational awareness to help identify, respgrahtbrecover from an incident.
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In all phases of the incident lifecycle, it is esserfmleach Federal, Statepcal Tribal, and
Territorial government and prate sector partneto have its own meansf establishing its
situational awareness and a trusted means by which to share information to help establish a well
integratednational commonoperationalpicture. The NCCIC will provide the mechanisms and
facility to allow for the development of a commaperationalpicture in accordance with the
NCCIC CONOPSBecausssituational awareness is only as good as the participation and input
provided by partners in the NBIC and othersthe NCCIC collaboratein accordance with
standing information sharing agreemeantsongNCCIC partners

Preparedness is a basic responsibdityll Federal, Statd,ocal Tribal, Territorial,and private
sector organizations. Each orgatian plays a unique role in preparing foryderincident with
respect to its distinct mission and authorities. All organizations are responsible for the following
preparedness activities

Engage:

A Engage with the NCCICsectordesignated operational orgaations such as ISACs, and
other organizations within the cyber incident response community.

Plan:

A Maintain incident response plans that align with the most current version of the NCIRP.

A Adopt policies, make plans, outline procedures, and enact agreethahtare aligned with
the NCIRP These policies, plans, procedures and agreements stilowdeach organization
to perform essential tasks duringcgber incident and to coordinate with the NCCIC and
other response partners.

A Assesdiessons learn@drom previous incidents and exercises and incorporate these lessons
into preparedness activities and plans.

Identify, assess, and manage risks to missridical infrastructure and critical infrastructure
generally.

A Engage with NCCIC partners, including seetlesignated operational entities such as
ISACs to facilitatesectorspecific information sharing activities.

Organize:

A Develop prescriptedcyberincident assignments and keep them updated.

A Engage in Advanced Readiness Contracting to ensure contracis place for common
commodities and services that may be needed durioyper incident, including mission
critical itemssuch a<critical spares and necessary hardware and softwsesecure supply
chain procurement and key practices for supply chain and overall risk management.

A As needed, ensure resources arepgmsitioned to assist with common response activaties
missioncritical items.

A Identify network entry points, system inependenciesind network topology mapping.

Equip:

A Ensure facilities, systems, suppliaad personnel are prepared for and ready to respond in an
incident.

A Identify critical assets, systems, networksd functions and manage risk to these systems.

A Makeregular system backups in case system restoration is needed.
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Train:

A Ensure individuals, teamsand organizations are trained ityber incident response
procedures, including internal and external reporting mechanisms

A Ensure that organizational structurasd leadership that will be participating in incident
response activities (including Senior Officials) are trained and familiar with the NCIRP,
NRF, and NIMS.

A Ensure individuals meet professional qualifications and performance standards and have been
trained in their specific role (if any) under the NCIRP or their organizétiptan.

Exercise:

A Exercise cybespecific incident response and recovery plans, inclutbngyber incidents
that have physical consequences.

A Participate in and document the reswitsnulti jurisdictional exercise programs that have a
cyber component and share these results as appropriate.

Evaluate and Improve:

A Include mechanisms to capture lessons learned from exercises and incidents

A Institute corrective actions from the lessogasrhed from exercises and r@airld incidents.

A Provide a method for reporting information related to the global supply chain that will be
critical to afteraction reports, future incidents, amdormation sharing capabilities across
thegovernmentandthe private sector.

52 CYBER INCIDENT RESPONSE

Each organization involved in eyber incident will play a unique response role. Each has a
distinct mission and different authoritjes® response actions will diffeHowever, all partners in
the NCIRP have theesponsibility to maintain, at minimum, the following capabilities during the
response phase:

All organizations should have the ability to gain and maintain situational awareness about the
performance o&ny unauthorized activity on their networks and communications systems.

Information based on this awareness should be passdbde NCCICdirectly or through
previously established reporting channels to help informngétenal picture. DHS, through
regular ommunications and implementation of tNERAL system will assist organizations in
ensuring that they understand what type of information needs to be shared throughout the
incident response cycle.

Necessary response resources should be readily availablestuld be based on each
organizatiods cyber response plas informed by the NCIRPThis include notifying and
activating cyber response organizations, plans, and personnel and requesting assistance when
needed All departments, agencieand organiztions should notify predentified Cyber UCG

Staff andCyber UCG Senior Officials and make them available to the NCCIC and/or other
operations centers as needed upon request éfsistant Secretary for CS&h addition, staff

may need to be deployedrfphysical patching and/or repair.

During the course of the incident, organizations that may have responded under their own
authorities should notify the NCCIC and coordinate further actions as part ofatiomal
response effortOnce the NCCIC receiveadditional reportingjt notifies appropriatecyber
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incident stakeholders of the situation and continues to coordinate required and requested
response activities.

44
5.3 SHORT-TERM RECOVERY

Consistent with the NRF, sherm recovery begins immediately aftdmet incident and may
overlap with response effortd.includes providing and restoring essential serviéaswith the
response effort, each organization plays a unique role in recovering fogbeaincident. All
partners in the NCIRP should take fb#owing common recovery actions during the skterim
recovery phase:

A Continue to maintain and report situational awareness to the NCCIC and other designated
operational entities

A Assist in analyzing and addressing fineot causé of the incident

A Reassss or assist in reassessing information and communications technology architecture to

ensure it is no longer systemically vulnerable and that the problem has been accurately

located

Continue to work within existing missions to enswservice continuation orservice

restoration to facilitate performance of operational roles

When necessary, reallocate resources from less vital missions to provide additional recovery

capability

When necessary, reevaluate thresholds if operating ahbassommal capability

Provide technical expertise to assist in the restoration of essential services

Assess damages caused by the incident

Assessilessons learn@dfrom the cyber incident and incorporatéhese back into the

preparedness and response phases.

oo oo Do Do

4 Shortterm recovery begins immediately and can overlap with resptiriseludes providing and résring essential

services. Longerm recovery is outside the scope of the NCIRP (and N&RfRpoughit involves many of the same actions,
it may continue for months and years.
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Appendix A: National Response Framework Cyber Incident Annex
(National Cyber Incident Response Plan Quick Reference Guide)

[This pagententionally left blank.]

[Reservedor final NCIRP language summarized and presented iNRfelncident Annex
format- to beaddedafter Cyber Storm ll1]
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Appendix B: Department of Homeland Security Roles and
Responsibilities

Preparedness

The Department of Homeland Securiy)HS) haspreparednesegesponsibilities as theational
coordinatorfor Significant G/ber Incident response, in addition to specific responsibilities to the
Federal Governmen$tate and.ocalgovernmentsand theprivate sector.

At the national level, DHS works with its Federal, Statd,ocal Tribal, Territorialand private
sector partners to establish and maintationallyintegrated cybersecurity and communications
situational awarenes#t the National Cybersecurity and Communications Integration Center
(NCCIC), DHS integrate incident inbrmation from across the Federal Civilian Enterprise
(.gov), .mil, and Intelligence Community IC) networks State andLocal domains law
enforcementand critical private sector networks that have volergd information to be shared.

As part of this respnsibility, DHS continuously woskto establish, refine, and maintain a trusted
information sharing environment utilizing controlled communications mechanisms where
Federal, Statel, ocal Tribal, and Territoriagovernmerg and private sector partners csimare
information. This environmentllows for the sharing and receivingf threat and vulnerability
information with the public and the private sectors.

DHS, utilizing availableresourcesand partnerships at the NCClI@repars to serve as the
nationalfocal point forSignificantCyber Incident management and coordination during eyber
specific incidentsThis responsibilityincludesresponding testeadystateincidents that are part
of the dailyoperational tempoas well aspreparingto respond to catasphic incidents that
could degrade or overwhelm the networks, systems, and assets that diperbi&tionts
information technologyIT) and communications infrastructure. As part of this preparation and
pursuant to the responsibilities outlinedHomeland Security Presidential Directive BEPD5)

and HSPD7, the Assistant Secretary foine Office of Cybersecurity and Communications
(CS&C) serves as cyber incident ranager The NCCIC ensusecore Federal, Statd,ocal,
Tribal, Territorial,and private sdor participants can be physically or virtually-lozated during

an incident to help manage and lead the response $igraficant Gyber Incident. This
responsibilityincludes sponsoring national security clearaneesuring access to the NCCIC for
essential personnelnd ensuring participants have access to their home organizations
systems to the greatest extent practicable.

The NCCIC contais operational elements from many key partn@slS works with Cyber
Unified Coordination Group UCG) Staff to prepare to host th€yber UCG Incident
Management TeamMT) to assist the Assistant Secretary for CS&@l the NCCIC Director in
coordinating decision making and resource allocation aneghgrincident response paers.
The Cyber UCG Staff worls to prepare harmonizing response policies pralvide strategic
guidance and direction to ensure a smooth transition duigignaficant G/berlIncident.

Physical cedocation may not be an option for some essential decmgders during an incident.
DHS, therefore, work with its partners across Federal, Stdtecal Tribal, and Territorial
governments and the private sectoretosurerobust communications and provide incident
specific access to other facilities thmgintain secure communications mechanisms. éfigst
ensurs virtual colocation can be effectively implemented and communication can occur during
acyberincident.
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In addition response teams may need physical access to key cyber and communications
compnents during or immediately aftercgber incident. However, if a cyber incident has
physical consequencesfscene response personnel nmgnage and contraite accessThe

NCCIC works to facilitate Federal,State,Local Tribal, Territorial,and privaée sector incident
response activities by ensuring mechanisms to allow incident site access are in place.

DHS also work with critical partners to coordinate preparedness activities, exercises, lessons
learned and best practices for thoséno wish to paricipate and for those unable to develop
these element®n their own. This coordinationincludes integrating the lessons learned from
exercises into plans and everyday activities.

At the Federallevel, in cooperation with Federdepartments and agenci&sd, by request, with
Legislative and Judicial Branch organizations, DHS estaddiashd maintais shared situational
awareness across Federal civilian departments and agemmesspaceThis effort includes
receiving reports on and analyzing intrusi@amsl incidents across departments and agencies on a
24x7 basis and partneringiith Federal departments and agencies to develop proactive
approaches to improving security and managing cyber risk to U.S. networks. DHS similarly
works to integrate informationfrom the Federal cybersecurity centers. As required, DHS
suppors other Federal departments and agencies in the execution of their responsibliises.
supportmay lead to other departments exercising their authorities at the request of &S or
DHS t&ing action on behalf of departments requesting assistance.

At the State andLocal levels, DHS partnes with State Local Tribal, and Territorial
governments and coordinatevith the Multi-State Information Sharing and Analysis Center
(MS-ISAC) to define what information is useful to establish and maintaitonal situational
awareness. Thisupportincludes providing a mechanism for Stdtecal, Tribal, and Territorial
reporting into the MSSAC and the NCCIC for establishing and maintaininguatibnal
awarenessDHS also partner with State Local Tribal, and Territorialgovernments on
improving security, exercising cyber incident response and recovery plans, and, upon request,
participating in Statd_ocal Tribal, and Territoriapreparednesactivities.

Within the critical infrastructure and keyresources(CIKR) community, DHS partnes with

public andprivate sectoiICIKR partnersto define what information is useful to establish and
maintain national situational awareness, includingatribng information sharing objectives
related to situational awareness, analysis, prevention, detection, mitigation, response, and
recovery.DHS works with the private sector, including secibesignatedbperational entities
such as ISACsto explore new ways to improve security and enhance information sharing,
including providing appropriate detection and prevention threat signatures to allow the CIKR
community to detect and mitigate any attacks intern8IfS works with the CIKR communit

to provide a clear mechanism for private sector reportingH8 and ensusemechanisms exist

to protect private sector information from unauthorizisclosure, including any proprietary
information provided to DHS during steadstate or during &ignificant Cyber Incident All
agencies in the NCCIC shall ensure that mechanisms exstva@ethat information with other
government agencies while protecting private sector information.

Upon request, DHS participaten private sector exercises and warkith the private sector to
assist in exercise development.

At the international level, DHS worls with othe departments and agenciescluding the
Department of StatgDOS) and international partnergo establish and maintain shared
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situational awarenessmprove security, and plan fayber incidents that affect the homeland
and require an internationally coordinated respombés effort includes working with NCCIC
partners to synchronize and deconflict international efféit$S works with its Federal partners
to maintain situational awareness on foreign cyber threats and, as appropriatastieipgie in
international exercises.

In general, DHS will work on awareness and education activities to help prepatestipeiblic
for a Significant Cyber Incident and will prepare aexternal affairsplan that aligns with
Emergency Support Functiorl5 ESF #15) and the National Incident Management System
(NIMS) to ensure coordinated public communications during an incident.

Cyber Incident Response

At the national level, the Secretary, as principal Federal official for incident management,
coordinates thenational response effort for cybersecurity and communications response,
recovery, and reconstitutioin the case of disagreemaarhongmembersof the UCG IMT, the
Secretary (likely through the Assistant SecretaryG&&C) provides a mechanism to resolve
interagency policy issues or quickly elevate them to the White Heasenal Security Council
(NSC) for interagency resolutiorin close coordination with the originators of information and
with other partners, the NCCIC requesteceive, sharg, and analyzeinformation on attack
techniques and vulnerabilities at the lowest level of classification or restriction possible and
works with NCCIC partners to mitigate threats to critical netwolBblS also work with law
enforcement agencies that are leading the national effort to investigate and prosecute cybercrime.
At all levels, DHS, through regular communications and implementatioredidtional Cyber

Risk Alert Level NCRAL) system assis$ organizations in ensuring they understand what type
of information needs to be shared throughout the incident response cycle.

At the Federal level, the NCCIC worls with Federaldepartments andgencies tdead and
coordinate incident response activities across Federal Executive Branch civilian (.gov) networks.
Upon requesthe NCCIC providsassistance to the Legislative and Judicial Branches.

At the State and_ocallevels, at the request of &g Local Tribal, and Territoriagovernments,
the NCCIC, in coordination with the MISAC, coordinats and assistwith incident response
activities on StateLocal Tribal, and Territoriahetworks.DHS assist, as needed, with State
Local Tribal, ard Territorial participation in response activities virtually or through physical
representation at the NCCIC during an incidddiiS coordinate with Chief Executivesof
State, Local, Tribal, and Territorial governmentgheir representativesand the MSISAC to
maintain situational awareness across State networks.

Within the private sectorcommunity, DHS share and receive incident information with
private sector partners, including seeti@signatedoperational entities, through approprigtel
secured calls and-mails and with private sector representatives at the NCOKS also
collaborats with the private sector to identidditional information sources and coordiisaia
the collection, analysis, and sharing of such data in treed to help prioritize actions and
resource allocation to secure CIKR networks.

DHS leveragsthe collective capabilities of industrgectordesignated operational entities, and
the Governmento conduct collaborative analysis on malware and other compootoiger
attacks. DHS coordinageutreach across CIKR sectpdeterming to what extent information
needs to be shared more broadhyaccordance with applicable laws and policesdidentifies
and shargprotection and remediation actiol3-S also oordinate supportfor different CIKR
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sectorsincludinganalysis and system recovery assistatecensure continued availability of the
infrastructure.

At the international level, DHS, in coordination withDOS, works with international partners,
allies andComputer Security Incident Response Tsamncoordinate and synchronize response
activities and provide common situational awareness, in accordance with deconflicted
procedures established by NCCIC partners

Short-Term Recovery

At the national level, DHS works with other departments and agencies, Staieal Tribal, and
Territorial governments, and private sector CIKR to prioritize cyber recovery efforts for critical
systems and services. In coordination with the IC, DOD,taadepartment of Justi¢®0J),

DHS will continue to provide information on ongoing threats and will maintain situational
awareness in cooperation with incident partners and vicRS coordinate recovery efforts
across the .gov network ifose cooperation with affected defraents and gencies andvith

the Legislative and Judicial Branches upon request.
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Appendix C: Department of Defense Roles and Responsibilities

Preparedness

At the national level, the Department of DefensBQD), in collaboration with thenitelligence
Community (IC)and pursuant to applicable law and policy, provides cyber warning capabilities
to assist in characterizingyber incidents.DOD plans and prepares for DOD cyberspace
operations and prepaéo use cyberspace as a domain to deter, deny, or defeat angaagver
seeking to harm U.S. national and economic secubD coordinates activities witlthe
Department of Homeland SecuritpS) through existing mechanisms and through virtual or
physical representation at tiMational Cybersecurity and Communicationgsegration Center
(NCCIC).

At the Federallevel, DOD establisesand maintais shared situational awareness aci&dD
networks (.mil)and shargthat information with Federal partnerseasure thamultidirectional
informationsharing and situational awaessis maintainedat thenationallevel within the limits

of DOD authority. As required, DOD suppsuther Federal departments and agencies in the
execution of their responsibilities.

DOD coordinate preparedness activities, exercisasd lessons learned fanil stakeholders and
among those who request participation or need assistance from DOD. DOD fosnamdte
implemens defense, responsand recovery strategies to assure the availability of the .mil
network.

At the State andLocal levels, DOD suppors DHS and the National Guard Bureaund in
preparingDefense Support of Civil Authorities (DSCA), parteith State Local Tribal, and
Territorial governments to define what information is useful to establish and maintain situational
awareness.

Within the private sectorcritical infrastructure and keyresources(CIKR) community, DOD
works directly with defense industrial base parth@blS and SectorSpecific AgenciegSSA),
andother CIKR partnersn developing plans to assist in securing specified CikfiBrmation
systemsDOD also incorporatelnformation Assuranc@éA) situational awarenessto plans and
operationdor its private sector security partners in coordination iithS through theNational
Infrastructure Protection PlaNIPP) structure. D@ assiss$ in the development and distribution
of best practices to be shared with DOD private sector security paiviees directed byhe
President of the United StatdBQTUS or the Secetary ofDefense DOD suppoid DHS in its
efforts to secure CIKR.

At the international level, DOD works with other departments and agenciexluding the
Department of StatéDOS) and international partnero maintain situational awareness about
foreign cyber threatOD also worls with international partners and allidggough cooperative
security engagements developand maintairsituational awarenesgbout foreign cyber threats
andacross military networks.

Cyber Incident Response

At the national level, DOD provide representadn and leadership support to the Assistant
Secretary foithe Office of Cybersecurity and Communicatio@S&C) in the form of aCyber
Unified Coordination Groupl{CG) Senior Official. This Senior Official represerthe Secretary
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of Defense and wogkwith the Assistant Secretary for CS&C to establish and execute unified
andjoint priorities and overarching objectives for incident response and recovery.

At the Federallevel, DOD direct the operation and defense of the .mil network in support of
DODG full spectrum of warfighting, intelligence, counterintelligenaed business missions.
DOD, when requested by other Federal entities as appropriate and in close coordination with the
NCCIC, can provide technical assistance to gather and analyze irtorrt@tcharacterize the
attack and to gain attribution of the cyber threat, offer mitigation techniques, perform network
intrusion diagnosis, provide technical expertise, and take action to deter or defend against cyber
attacksthatpose an imminent thretd national security, where authorized by applicable law and
policy. DOD provides DSCA when requesteds authorized by applicable law and directed by

the President, DOD may be designated the IEederalagency with other departments
agencies supportg DOD forSignificantCyber Incidentesponse

At the State andLocal levels, and when directed by the Secretary of Defe@D provides
DSCA when requested and, in close coordination with DdH&es threat information witithe
State NationalGuard andother Statdevel partners in accordance with applicaktatutory
authorities and established protocols.

Within the private sectorcommunity, and when directed by the Secretary of Defense, DOD
assis$ its private sector security partners with response activities in close coordination with
DHS. DOD alsoprovides cyber incident reporting and analysis information to industry partners
under the voluntary and collaboratidefense Industrial Bag®IB) CybesecuritylA program.

At the international level, DOD, in coordination withDOS, works with international partners
and allies to ensure defense and defeakded international networks remain operational and
secure coordinats response activities Wi the armed forces of international partners and allies
and, in close cooperation with DHS, coordisateith the internationalComputer Security
Incident Response TeantSRIRT9 to synchronize response activities.

Short-Term Recovery
At the national levd, DOD is responsible for coordinating recovery across the.mil network.
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Appendix D: Department of State Roles and Responsibilities

Preparedness

The Department of Stafacilitatesinternational preparedness, protection, and mitigation efforts
related to communications amdormation technologylIT) infrastructure protection.

Cyber Incident Response

The Department of Statieads diplomatic efforts related t&ignificant G/ber Incicents and
reacles out to diplomatic personnel to suppadie U.S. Governmend sesponse td&ignificant
Cyber Inciderg. The Department of Staterves as a liaison for foreign comparaas countries
that do not have a U.S. presenceti critical infrastucture and keyresources GIKR)
communityand thatwish or need to engage in incident response activifiee Department of
Statealso serves as a liaistor U.S. citizensaffected bySignificantCyber Incidents abroad.

The Department of Statiacilitates communications with foreign governmefisrespondto
significant communicationsand IT systemdisruptionsand related incidentsAs neededthe
Department of Staterorks with theCyberUnified Coordination GrougpUCG) to effect bilateral
and multilateral efforts to respond to a cybelated event.
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Appendix E: Intelligence Community Roles and Responsibilities

Preparedness

At the national level, the Intelligence CommunitylC), in collaboration witithe Department of
Defense POD) and pursuant to applicable law and palipyovides attack sensing and warning
capabilities to characterize the cyber threat and attribution of attacksodndestall future
incidents. The IC coordinates intelligence activities and assists in informing preparedness
activities by identifying potatial vulnerabilities.

At the Federallevel, the IC establists and maintais shared situational awareness across IC
networks and shasanformationwith the Department of Homeland SecuriHS) and other
partners as appropriate inform nationatlevel stuational awarenes3he IC also coordinase
preparedness activities, exercisasd lessons learned for stakeholders in the ic.gov space. DHS,
DOD, andthe Department of Justic®QJ) work closely withother elements ahe IC to share
relevant intelligace on cyber threats and vulnerabilities with the private sector and especially
thecritical infrastructure and kesesourcegCIKR) community.

At the international level, members of the IC work with other departments and agencies and
international partnerto characterize the cyberéht and attribution of attacks.

Cyber Incident Response

At the national level, the IC, upon request, provisieepresentation and leadership support to the
Assistant Secretary for th@ffice of Cybersecurity and Communicatiof@&S&C) in the form of

a CyberUnified Coordination GroupUCG) Senior Official. This representative warwith the
Assistant Secretary for CS&C to establish and execute umifigdnt priorities and overarching
objectives for incident response and resrgv

In general, IC entities provide intelligence support and assistan@itmalresponse efforts in
close coordination with thé&lational Cybersecurity and Communications Integration Center
(NCCIC) under all applicable law and policy.

At the Federal level, the IC manageincident response efforts across IC networks in close
coordination with the NCCIC.

Within the private sector CIKRcommunity, the IC worls with DHS and other response
partners to share appropriate classified intelligence with cleared €dRr partners, including
Information Sharing and Analysis CerddiSACs), to allow the provision of sector impact
assessments and response coordination. Whenever possible, such intelligence and information
should be classified at the lowest level possible.

At the international level, the IC utilizes its authorities, resourceand expertiseincluding the
existing Warning Community and Critical Information reporting systémprovide foreign
threatbased analysit® all properly cleared, relevant partners with a vatidedto knowo and to
assist in response efforfBhe IC woksin close coordination with the NCCIC.
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Appendix F: Department of Justice and Federal Bureau of
Investigation Roles and Responsibilities

Preparedness

At the national level, the Department of Justicd(QJ), often working through thé&ederal
Bureau of InvestigationHBl), maintairs and shargsituational awareness about law enforcement
activities related to cybersecurjtgyber incidents and vulnerabilities witlithe Department of
Homeland Security@§HS) and other appropriate law enforcement and cyber incident response
partnersto inform the national common operational picturé’he FBI coordinats InfraGard
efforts and ensusesituational awareness derived from tbiort is integrated into theational
common operationgdicture.

At the Federal level, DOJ, includingthe FBI and law enforcemet activities coordinated
through the National Cyber Joint Investigative Task For¢BICIJTH, shares domestic
investigativeinformation and other information relevant to Federal analysis of threats against
cyber infrastructure with DHS and other partness appropriate, pursuant to established
agreementsand consistent with lawDOJ provide legal guidance on issues that require
resolution during efforts to respond to and recover from a cyber incidéwt. NCIJTF
coordinats cyberrelateddomestic law enfamement, counterterrorism, and counterintelligence
threat investigations

At the State andLocal levels, DOJ, includinghe FBlandthe NCIJTF, coordinats with State
Local Tribal, and Territoriallaw enforcement to investigate and prosecuaydercrime
cyberterrorism and counterintelligence matters and share informatiom these efforts to
inform national situational awarenessccording to the information sharing structures and
relationships established in each State

Within the private sectorcritical infrastructure and keyresources(CIKR) community, the
FBI coordinats InfraGard efforts and enswg@ational situational awareness is integrated into
InfraGard partnefssituational awareness pictufEhe FBlalso works with the private sector in
regard to the investigation and prosecution of cybercfime.

At the international level, DOJ and FBI, in coordination with other departments and agencies
including the Department of Staf@®OS) work with other interational law enforcement
partners to prepare for incidents and mairgtaituational awareness about foreign cyber threats.

Cyber Incident Response

At the national level, DOJ andthe FBI provide representation and leadership support to the
Assistant Secretg for the Office of Cybersecurity an@ommunications@S&C) in the form of

a CyberUnified Coordination GroupUCG) Senior Official. This representative warwith the
Assistant Secretary for CS&C to establish and execute undied joint priorities and
overarching objectives for incident response and recovery.

In addition,the FBIlleads the NCIJTF as a multiagency national focal point for coordinating,
integrating, and sharing pertinent information related to cyber threat investigaticlsling

% InfraGard is a partnership amotite Federal Bureau of \estigation (FBI) other governmental entities, and the private

sector.
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with the National Cybersecurity and Communications Integration CefCCIC) as
appropriate.

At the Federallevel, the FBI through the NCIJTFcoordinate Federaldomesticcyberrelated
counterintelligencecounterterrorism, and criminal law enforcement inigegive activities™
NCIJTF memberstake coordinatedactions to deter or otherwise prevent cyber attack as
authorized by applicable law and polity

At the State andLocal levels, DOJ andhe FBIsupport Statel ocal Tribal, and Territorialaw
enforcement investigations ofberincidents and facilitate information sharing between State
Local Tribal, andTerritorial law enforcement and thetionalresponse effort.

Within the private sectoiICIKR community, the FBIcoordinats InfraGard eforts and ensuee
InfraGard is fully integrated into th@ationalresponse effort

At the international level, DOJ lead the coordinaton of criminal investigation and prosecution
with international law enforcement partnéiging an incident

Short-Term Recovery

Working in close coordination with the NCCIC and other law enforcement agenciestHeOJ,
FBI, and the other members of theNCIJTF investigate and prosecute cybercrime. In
coordination with other law enforcement organizations andntiedligenceCommunity (C), the
FBI andmembers of thi&lCIJTF useaheir authorities to attribute the source of a cyber attack.

The Attorney General has lead responsibility for criminal investigations of terrorist acts or
terrorist threats by individuals or groups sitheUnited Statesor directed at Wited States
citizens or institutions abroad, where such acts are within the Federal criminal jurisdiction of the
United States In cooperation with other Federal departments and agencies engaged in activities
to protet national securitythe FBI coordinates the activities of law enforcement community
membergo detect, prevent, prempt, and disrupt terrorist attacks againstihéed States.

DOJ andthe FBIlcoordinate with DHS to provide domestic investigative information relevant to
DHS analysis of the continued vulnerability of the cyber infrastructure.

46 FBI coordinates investigative activities without directing the operational or investigative operations of participating

agencies.
FBI leads theNational Cyber Joint Investigativieask ForceNICIJTF as an alliance of peers with coraplentary missions
and coordinates investigations based on complimentary authorities.

47
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Appendix G: All Federal Department and Agency Roles and
Responsibilities

Preparedness

Federal departments and agencags responsible for maintainingnaavailable and cleared
security capability to sendeceive, and act on alerts at all levels of classification on a 24x7 basis
andfor ensuring all relevant department and agency cyber information is promptly transmitted to
the Department of Homeland SecuriyHS) to maintainthe common operational picturdll
agencies provide cybeelated expertise in support of tNational Cyber Incident Response Plan
(NCIRP) and cyber incident responseas appropriate and consistent with their own
responsibilities for protecting our national secyréyd preidentify points of contact within their
department or agency to serve as Senior Offidialthe Cyber Unified Coordination Group
(UCG).

In accordance with their responsibilities under tlational Infrastructure Protection Plan
(NIPP), SectorSpecific AgencieSSA) facilitate reaitime cyber incident notification within

their respective sectors and provide mechanisms for reporting this information to the DHS
National Cybersecurity and Communications Integration CeN€C({C). SSAs encourage the
development ofappropriate voluntary informatiosharing and analysis mechanisrfecilitate

the sharing of redime incident notification and manage the overall process for building
partnerships and leveragimygitical infrastructure and keyesource (CIKR) securityexpertise,
relationships, and resources within the se3&As are responsible for working with DHS and
their respective Government Coordinating Councils (G@@) Sector Coordinating Councils
(SCC) to implement the NIPP sector partnership model and mskagement framework;
develop protective programs, resiliency strategies, and related requirements; and provide sector
level CIKR protection guidance in line with the overarchibgiS guidance pursuant to
Homeland Security Presidential DirectivgHSPD 7).

As part of these responsibilities, SSAs coordinsgctorlevel participation in the NCIRP.
Representatives of all sectors may, however, coordinate directly with the NCCIC, prihagied
communicatesuch participation to their SSA, especially as requimgdaw, regulationor prior
agreement.

Cyber Incident Response

All departmens and agencies are responsible for providing full and prompt cooperation,
resources, and support consistent with their mesipdities for protecting ational security and

CIKR. Departments and agencies ensure that, during an incident, all relevant department and
agency cyber information is transmitted to the NCCIC thia U.S. Computer Emergency
Readiness TeanfUS-CERT) per Federal requirement and in order to maintain situdtiona
awarenesDepartments and agenciesnk with the NCCIC to coordinatéheir response during

a Significant G/berIncident.All departments and agenciesntinue to work within their existing
missions to perform operational roles and ensure continuaticgerefces by implementing
agencyspecific incident response plans.

In addition departments and agencies provide appropriate cglsed expertise pertaining to
the specific incident in support of the NCIRP as requested by DHS, including providingoa Seni
Official upon request.
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SSAswork to communicate relevant sectaglated cyber information to the NCCIC to maintain
common situational awarenes$SAs alsdacilitate the sharing of reéime incident information
within the sectarNCCIC and NICC communate cyber information to each other inform
CIKR coordination effortsin support of the overall objectives established with the Cyber UCG
Incident Management Tea(tMT), SSAs will work with the NCCIC to facilitate cyber incident
response activities.

Short-Term Recovery

Departments and agencies utilize their existing business resumption plans to resume operations
as necessary and continue to work within their existing missions to esesureecontinuation

or restorationin order to facilitate the perfamance of operational role3hey continue to
cooperate and coordinate with DHS in the domestic incident management role.

Following an incident SSAs ensure all relevant cyber information received continues to be
transmitted to the NCCIC. SSAs helpordinate sectelevel participation in incident recovery
activities:®

48 This may include referring CIKR owners and operators to the NCCIC and/or agencies with more substantial eniser. exp
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Appendix H: State, Local, Tribal, and Territorial Roles and
Responsibilities

Preparedness

Chief Executive of eachState,Local, Tribal, or Territorial governmentare responsible for
preparedness activities within their Statecality, Tribe or Territory. These responsibilities
include the following

At the national level, as the Chief Executive of a Stategcal Tribal, or Territorial government,
each respective leader is responsibletfdr e g o v eyberseaunityt péegaredness, response,
and recovery procedureBhese responsibilitiemclude identifying key individuatyberincident
response point(s) of contador their respective government and ensuring Naional
Cybersecurity and Communications Integration CenfdCCIC) has the most updated
information for these individualdn addition, to facilitateSignificant Cyber Incident response
coordination, edt Chief Executive should pmesignate a primary individual to serve as a
Senior Official to represent its government durin§ignificant Cyber Incident Until amended

by each Chief Executive, the NCCIC aghe State Homeland Security Advisoritsprimary
point of contact.

TheMulti-State Information Sharing and Analysis Ceriid8-ISAC) is a key resource for State,
Local Tribal, and Territorial government information sharingearly warnings and alerts
mitigation strategiedraining exercisesandmaintenance obverall cyber situational awareness.
The FederalGovernment has designated the NEAC to coordinate closely with the Senior
Official(s) identified by the Chief Executive and with the Fed&alernmentbefore, during,
and after &ignificantCyber Incident.

Chief Executives should be prepared to request additional resources from the Federal
Governmentincluding under the Stafford Aanh the event of @yberincident that exceedkeir
g 0 vV e r naambilities.s

Predominantly, Homland Security Offices and Fusion Centers serve as key hubs for information
sharing including for critical infrastructure and keyesources(CIKR), within each State
Homeland Security Offices and Fusion Centiaee information gathered at the Stdtecal,
Tribal, and Territorialevels and put it into analytic producfer use throughout their jurisdiction

and at the Federal levélhe National Guard ialsoin a unique position to assist in information
sharing, situation awareness, secure communicgtand incident respongen aStateby-State
basis, Homeland Security Offices, Fusion Centers, and National Guard forces may akso play
active role in information sharing fayber incidents, including the physical effects @yber
incidents. This incldes reporting tb incident to Federal partners as outlinedhe National
Cyber Incident Response PIGWCIRP).

The MSISAC can serve as a key resource for Homeland Security Offices and Fusion Centers to
report information on cyber incidents to thederal governmenit is important thatvithin each
State,Locality Tribe andTerritory the cyber reporting mechanisms are clear and understood by
all parties to alleviate any reporting issues durir§jgmnificantCyber IncidentThis will ensure

there iscoordination not only with the Fedei@bvernment but also thayberincident reporting
provides a common situational awareness at all levels of government versus the potential for
fragmented, incompleteor stovepiped data reportingThe MSISAC, in cardination with
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State,Local, Tribal, and Territorial governments amide NCCIC, is responsible for tracking and
updating State cyber reporting mechanisms.

At the Federallevel, States provide advice, support, and assistance to Federal departments and
agerties on preparedness and response activities related to I[Sieté Tribe, and Territory
priorities.

At the State andLocal levels, Chief ExecutivesHomeland Security Advisors (HSA Chief
Information Officers (CI@), and Chief Information SecuritYfficers (CISG) encourage
preparedness activities through participation in cyber exergsescipation in Federal, State,
and private sector training activittegnd communication between and among States to
coordinate situational awareness activities.

The MSISAC promotes awareness of the interdependencies between cyber and physical critical
infrastructure as well as between and among the different sedtoedso coordinates training
and bidirectional awareness activities.

Cyber Incident Response

At the national level, State Local Tribal, and Territoriagovernmentsupon request, provide
representation and leadership support to the Assistant Secretang @ifice of Cybersecurity
and Communication€CS&C) in the form of aCyberUnified Coordination GroupCG) Senior
Official. To establishand executeunified and joint priorities and overarching objectives for
incident response and recovery facilitatenationalincident response coordination, each Chief
Executve should make its Senior Officialailableto represent his or her government during a
SignificantCyber Incident anghouldensuret h e g o v eaportimge methanisms are clear
and understood by the NCCIC.

At the Federal level, States Localities Tribes, and Territorieprovide advice, support, and
assistance to Federal departments and agencies on response activities related ltoc&tate
Tribe, and Territonpriorities and systems.

At the State andLocal levels, Governors and theirepresentatives work within the State
Localities Tribes, and Territorie® ensure execution of response activitigss effort includes
coordinating with the NCCIC, the MESAC, and the Stafe designated Senior Official to ensure
closecoordination ofpriority response efforts.

Short-Term Recovery

States may request assistance from the Federal Government under the Stafésrdeévessary
The State is responsible for the recovery of State systems and may request technical assistance
from the NCCIC oother incident partner, as required.
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Appendix I: Private Sector Critical Infrastructure and Key Resources
Community Roles and Responsibilities

Preparedness

At the national level, many in thecritical infrastructure and keyesourcegCIKR) community
participate inInformation Sharing and Analysis CentetfSACs), which advance physical and

cyber CIKR protection and preparedness by establishing and maintaining collaborative
frameworks for operational interaction between and among members and external partners.
ISACs, as identified by the seclsiSector Coordinating CounciBCQO), typically serve as the
tactical and operational arms for sector informatstiaring efforts Sector Specific Agencies
(SSA)serve as a coordination mechanism for sectors not represented by an ISAC or that choose
not to coordinate directly with thdlational Cybersecurity and Communications Integration
Center NCCIC). Many of these organizations are desatibe AppendixN.

At the Federallevel, the CIKR community provides advice, support, and assistance to Federal
departments and agencies on preparedness and response adiivti€$KR communityvorks
with its SSAs to improve preparedness and manage risk.

At the State andLocal levels, the CIKR community provides advice, support, and assistance to
State Local, Tribal, and Territoriapartners on preparedness and response activities.

Within the private sector CIKRcommunity, private sector CIKR partners woto improve
industrywide situational awareness and expand strategic analytical capabilitiss.work
facilitates public and private sector security partner collaboration to identify potential incidents
and ensure informal relationships can be flagedduring acyberincident. Many CIKR sectors
utilize ISACs and other sectaiesignated operational entities to coordinate analysis and conduct
information sharing activitiesThe NCCIC will work closely with these organizations to help
facilitate the flow ad analysis of information.

At the international level, as appropriate, organizatiom&intain key international relationships
and communications mechanisiosprepare for incidents and maintain situational awareness of
potential international threat¥hey develop and maintain awareness of key international supply
chain dependenciggstablish mechanisms to quickly respond to vulnerabilities introduced by
foreign dependenciesand develop and maintain capabilities to respond to and recover from
incidents aitside of theUnited Stateghat may affect theimissioncritical functions or critical

U.S. networks.

Cyber Incident Response

As part of their regular communicationgivate sector organizatiorshouldwork with each

other to establish response priorities and communicate about incident actiMitieseffort
should include leveraging existing mechanisms and processes for communicating with other
sectors and collaborating with law enforcement to rapidntify and mitigate criminal
activities thattould potentialy harm thesectois infrastructure.

At the national level, private sector organizations, especially those in the CIKR community, will
be asked to provide representation and leadership sufgptine Assistant Secretary fathe
Office of Cybersecurity and Communicatiof@S&C) to establish and execute unifiaddjoint
priorities and overarching objectives for incident response and recoVbeey should be
empowered by their company or orgami@a to be able to make senil@vel decisions regarding

SEPTEMBERO10 -1



NATIONAICYBERNCIDENRESPONSPLAN INTERIWERSI®, SEPTEMBERO10

the voluntary commitment of resources and personnel and to make decisions about the
operations of their networks and/or communications assets.

At the State and_ocallevels, and as part of their exiag relationships with Stateocal Tribal,
and Territorialgovernments, the private sector may provide support and services to assjst State
Local Tribal, and Territoriaovernments.

At the international level, and organization by organization, the private sesttouldwork with
international componen@nd business partners and through other international relationships to
coordinate and synchronize response activities affedtmgietworks and systemaiNhen
assistance with foreign governments is needed, companiesashkdfie State Department to
assist withinternational coordination.

Short-Term Recovery

Individual companies and sectors are responsible for the-teortecovery of their systems but
may requst technical assistance as needed from Federal partners at the NCCIC or threugh pre
established relationships.
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Appendix J: Executive Office of the President

Preparedness

At the national level, the White House coordinates interagemmjicy formulation and the
resolution of policyrelated challenge3he Preglenis CybersecurityCoordinatoy working with

the Information and Communications Infrastructure Interagency Policy Comr(li@ie¢PC),
determins the most efficient and effective method of developing and maintaining situational
awareness and incident response capabilfiepending on the scenario, a variety of interagency
policy groups might help coordinate.

At the Federal level, the National CommunicationsSystem (NCS)assists the President,
National Security Counc{INSC), Homeland Security Council, Director of the Office of Science
and Technology PolicfOSTP) and Director of the Office of Management and Bud@»¥IB)

in the exercise of the communications functions and responsibilities set forth in Section 2 of
Executive Order 12472, as amendas well as irthe coordination of planning for and prding
National Securityand Emergency PreparednegblS/EP) communications fo the Federal
Government under all circumstances, including crisis or emergency, attack, recovery, and
reconstitution.The NCS also provides support to the policy coordination role of the Director of
OSTP.

OMB oversese the implementation of governmewide policies, principles, standards, and
guidelines for Federal computer security programs and can issue directives for departments and
agencies to protect networkSMB provides budgetary guidelines aocaordinates the activities

of the FederaChief Informdion Officer (CIO) Council. The White Housas responsible for

giving the Department of DefensBQD) the authority to respond to a cybetaatk

At the international level, the White House provides clarity on theSUGovernmends policy
toward network attacksarried out overseas that have major domestic implications fairtived
States In coordination with the Department of StéXOS), Department of Homeland Security
(DHS), and other departments and agendises White Houserggageswith international partners
to improve security and plan for internatiosgberincidents.

Cyber Incident Response

At the national level, the White House is responsible for coordinating interagency policy
formulation and will resolve policyelatedchallenges that arise duringiplementation othe
National Cyber Incident Response PKNCIRP). The Presidei@ CybersecurityCoordinator
working with the ICHPC, will determine and implement the most efficient and effective method
of developing and mintaining interagency situational awareness folicy-related activities
Depending on the effects of the incident, different White House interagency policy groups might
be involved in policycoordination activitiesThe National Security Staff (NSS) mpides policy
direction for execution of the Presidential authority unsection 706 ofthe Communications

Act of 1934, as amendedyith OSTP directing exercise of that authorifythe President
determines thatertain preconditions have been satisfied.

The NCS assists the PresidenlySC, Homeland Security Council, Director @STP, and
Director of OMB in coordinatirg the plan forand provsion of NS/EPcommunications for the
Federal Government under all circumstances, including crisis or emergencl, sdtauvery,
and reconstitution. NCSlso leads and manages the joint indugttyernment National
Coordinating Center(NCC), which assists in the initiation, coordination, restorgtiand
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reconstitution ofNS/EP communications services or facilities undgl conditions of crisis or
emergencyThe Director ofOSTP chairs th@oint Telecommunications Resource BoaktiRB).

The JTRB assists the Directoof OSTP in providing information, advice, guidancnd
assistance, as appropriate, to the Presidentatitbse Federal departments and agencies with
responsibilities for the provision, management, or allocation of telecommunications resources
during those crises or emergencies in which the exercise of the Présidanpower functions

is not required opermitted by law.

The CybersecurityCoordinator serves as the White House focal point for cyber incident response
(a similar role to theéSenior Officiak who help the White House monitor terrorist attacks or
natural disaste)s

OMB overses the implementadn of governmentide policies, principles, standards, and
guidelines for FederaGovernment computer security programs and can issue directives for
departments and agencies to take in order to protect netwolkB. also provides budgetary
guidelines ana@oordinates activities of the Federal CIO Council.

At the international level, the White House can provide clarity on theSUsovernmends policy
toward network attacks carried out overseas that have major domestic implicationd foiteke
States In coordination with departments andigencies the White Houseengags with
international partners to improve security and plan for international cyber incidents.
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Appendix K: The National Cyber Risk Alert Level System

Introduction

The National Cyber Risk Alert Level (NCRAL) system operates as a naterelalert and
warning system that conveys the current level of cybef°riskcritical infrastructureand key
resource¢CIKR) critical functions. The system utilizes the common operational picture from the
National Cybersecurity and Communications Integration Ce(@&CIC) and works with
NCCIC partners to examine risk to cybersecurity systems across §d&tBrsand across the
Nation. When risk to critical systems is determined, it will be communicated through four alert
levels (Guarded, Elevated, Substantial, Severe) and will be accompanied by additional, more
detailed information as described in tert Levelssectionof this Appendk.

Scope
The NCRAL system focuserimarily oro

A Confidentiality, integrity or availability in the cyber domain
A Observed or potential consequences of threats, vulnerabiliies events, especially as
related t@
T Nationalsecurity
I Publichealthandpublic safety
T National economy including any of the individual sectors that may affectriagonal
economy
i Publicconfidence
i Any combination of these categories at thgonal regionaj or sector levet’

The NCRAL systenis based on an assessmeidt of

A Actual cyber incidents

A Threat, vulnerability and consequence information provided by a variety of sources,
including Federal, Statépcal, Tribal, Territorialand private sector partners

A Current levels of other private and public cyber alert laystems

Determining National Cyber Risk/Setting the Alert Level
The core elements used to determine cyber risk and set the alert |ével are

The common operational picture provided by the NCCIC and NCCIC partners

Analysis and evaluation of relevant infornos

Analysis of a cyber incident or series of incidents

Estimaton of whether significant cyber assets or enabling systems have been, or may be,
exploited successfully

Determnation ofnationatlevel consequences

Working with NCCIC partners to determinehether to raise, lower, or retain the current
NCRAL.

To o Too o Do Do

4 The NCRAL system examines the following risk factdiseats (activities and event indtors of a potential cyber

incident),vulnerabilities (potentialhreat exploitation paths), almdnsequences (abnormal performance or degradation of
critical functions).

%0 The alert system may also include such factors as degradation to mission and psychological effects as outlined in the NIPP
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As depicted in Figure @ the NCRAL system utilizes NCCIC processes to bring together
cybersecurity information sources and risk assessment information sources to determine the
overall NCRAL:

A Cybersecurity Information Sources: The NCCIC brings together relevant informatitn
present a consolidated operational picture that affegtthe cybersecurity environment at a
nationallevel.

A Risk Assessment Information SourcesThe Department of Homeland SecyrtDHS) risk
assessment process looks at the cybersecurity information provided to the NCCIC and
applies a variety of factors, such as CIKR sector dependency information, CIKR sector
critical functions, and nationdével riskandconsequence information.

A The NCRAL Condition: As cyber information is brought together and analyzed at the
NCCIC, cyber consequences, sector dependeany critical function informationare
analyzed in a nationdével contextFactors such as threatsreat actors, vulnerabilities, and
potential or observed consequences provide the basis for determining the current level of
cyber risk to nationalevel critical functions.The NCRAL is determined based on the
analysis of these information sour¢eseFigure 10)

|
Hisk Assessment |
Information |
|
|

Sources

CIKR Critical Function Guide Alert Level
National Level Consequence Guide 1
Severe
i saty Substantial
Infcrmation s = > NCRAL System »
Sources ntelligence Reports
Investigation Reports Elevated
Cyber Issues
: ; r
Cyber Alert Levels S Guarded
Specific
Guidance T
. . |
|
|
S, HSA: I
DHS, HSAS,
NSS, EOP, OONI DHS and NCICC |
Partners |
|
|
|
| Public Facing
|
|
|
|
|

Figure 10: NCRAL System High-Level Overview

Cybersecurity Information Sources

The NCCIC common operational picture brings together relevant information to inform national
level decisiormaking, including preparedneasd response activities and the operational posture
of any response effortsAs part of the common operational picture, the NCCIC receives
information on threats, vulnerabilitiesand potential consequences from cybersecurity
information sources and rislssessment information sources.

SEPTEMBERO10 K-2



NATIONAICYBERNCIDENRESPONSPLAN INTERIWERSI®, SEPTEMBERO10

Cybersecurity information sourcess illustrated in Figurell, include information from
intelligence reports, criminal investigation reports, cyber alert levels from private sector and
cybersecurity vendorgndreports andliscoveries of specific cyber issues from miscellaneous
sources.This information is used to determine an overarching understanding of which cyber
assets may be at riskdis then anbyzed in the context of risassessment information.

Intelligence Feports
- Counter-intelligence Reports
Actual Cyber Evaluate Actual Cyber Saurce Rellabllity Aeports
Incidant inclderis Source Threat Certainties Evaluate Intelligence
Aepors

Cyber Evaluate Cyber
Vulnerabilities Vulnerabilities

Cyber
Exploits

Cyber Assets
al Risk

Four Categories of Information:
1) Open Source,

2) Unclassifined But Not Open,
3) Clazsified, and

4) Proprietary.

Cyber Exploits

Cyber Attack Evaluate Cyber Attack
Techniques Tachniques

Aaports

J3L

Cyber
I
Cyber Alert Evaluate Gyber Alert Repaorts
Levels Levels

Figure 11: Cybersecurity Information Sources

Risk Assessment Information Sources

The DHS risk assessment procegsveragesspecific CIKR sector dependency information
sources, including CIKR sector critical functions and natidenal risk and consequence
information. These inputs come from sector leads and NCCIC partners in accordance with
information sharing agreements. This risk assessment process has two primary goals:

1. Provide guidance on how the potential exploitation of a significant cyber asset could degrade
one or more critical functions performed by a CIKR organization (this is referenced in Figure
12 asfAiCIKR Critical Function Guide based on Mappihg

2. Provide guidelines on how the degradation of each critical function could result in a Rational
level consegence and the expected severity of that rethils is referenced in Figure2 as
fiNationatLevel Consequence Guide based on Mapjing
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Figure 12: Cyber Consequence Assessment

These inputs are used to determine possible natiemal consequences based overall
national risk. This information is combined with several other information poirdstesminea
comprehensive risk pictur&éheseinformation pointsncluded

A

A

Cyber Threat Characteristics: Contained in theinformation technology IT) Sector
Baseline Risk Assessmenhcludes sophistication, skill level, tools, money, time, access
(physical or logical), and limitations

Cyber Vulnerability Characteristics: Also contained in thedT Sector Baseline Risk
Assessmenincludes applicabilityextent of exposure, availability, and simplicity

Cyber Assets at Risk:Exploited, targeted, and vulnerable significant cyber asastagell as
significant cyber threat actors, as related to a specific or potential adverse cyber effect
driving toward a clger exploitation

National-Level Consequence at RiskThe set of nationdkvel consequences presently at
risk andthe severity of each associated consequence certainty

CIKR Response Capability: The capability of the CIKR response community to resgond
and mitigate nationalevel consequences adequatahgin a timely manner

NCRAL Guide: Provides the criteria to determine the alert levelth# CIKR response
capability is adequate for each of the natidegskl consequences at risk, thiie NCRAL
remairs at ormovesto Level 4 (Guarded)

The overall process is depicted in FigtBe
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